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% A-9 BT fwupdate T4 .

# A-9. fwupdate

Féd X
fwupdate | 37 iDRAC6 L[l

RE

racadm fwupdate -s
racadm fwupdate -g -u -a <TFTP_/R%#5 | P_Hikl> [-d <#k77>]
racadm fwupdate -p -u -d <>

racadm fwupdate -r

L]

fwupdate @ A4 BE S 55T iDRACE LIFE M. I albL:
VAL R
VOERAE 1P bHEAI TR R AR N TFTP RSS2 ST IDRACS [T
1 R RACADM WA SCfF RS 7 IDRACE [
v EREIHLE


file:///e:/software/smdrac3/idrac/idrac12mono/cs/ug/racugc5.htm#wp3869

XERED

1 A RACADM
1 iZfE RACADM

1 telnet/ssh/serial RACADM

L TN

# A-10 M T fwupdate Fir4 i,

i & -p WAL RACADM 230, 3 HAZitm serial/telnet/ssh f2#6Xf. -p MIIHE Linux #{ERGHBARZ L.

# A-10. fwupdate ¥ & 0

L]

p=g=3

-u | "update"” (EF) bl AEFEH A RATIA, HFH LR, SOABIN S -g 8 -p B A . EEHLIR)G, iDRACE 24T HRE L.

-s | "'status™ CR&D JEI, R I HBE DL ADRE . BEITGA N 1130217 .

-g | "get" CIREL) B RE N TFTP RS B IE ¢S5 CrE. I BAURE -a fl -d &0 WRRA -a ®51, WEHEYE: cfgRhostsFwUpdatelpAddr il
cfgRhostsFwUpdatePath M\ cfgRemoteHosts 414 & (1@ i R 5

-a | "IP Address" C(IP #u3h) i&NifkE TFTP R4S 1P Hhukk.

-d | -d (BIEF) IR S5 O TFTP M4 248 iDRACE FHLHRSS 3 L FTFE i H k.

-p | -p CEVBCE) AT TA Managed System [ iDRAC6 SHiIEFFHE. -u MHULALS -p MU A .

-r | "rollback™ CE&) 1T o & B FEHLE 1

i

SBORER, RYIEAESIT IR

=~

1 racadm fwupdate -g -u - a 143.166.154.143 -d <#f{z>

FEARGIT, -g IIBERRE N TFTP Mg ds ERGE (i -d SBIRE) FEREPFHOHSCME, s ashe THRE ) 1P bk (b -a sEBEE) « A TFTP 55 &% T 3 ig oot
Ja, HHOLFEIT UG EHTEE, IDRACE RE.

1 racadm fwupdate -s
AP 3 T3 I ST 1) 24 AR A
1 racadm fwupdate -p -u -d <#7%>

FEARTRGI, B NS R GORAR BT R AR

m ¥ -p WAL RACADM % H RS F fwupdate Fard . Linux B RS LA RREN A #4217 IT . RACADM [ 145 %7 .

getssninfo
E4 3 =fifkdd, BAUHA"Log In To iDRAC" (BFE iDRAC) UK.

% A-11 BT getssninfo 4.

# A-11. getssninfo 74

Fiéd X
getssninfo | A& HLE 1) &8 R PR 2 4RSS BRI — N E D 2AFI &R B




RE

racadm getssninfo [-A] [-u </ &> | *]

L]

getssninfo fir4 £k 6 £ H:F) iIDRACE HIF 7 (5112 . 2 BRI T LURE A
1 "Username" (HIF4)
1 "IP address" (IP i)  Clntnrf)
1 "Session type" (£iE24) (i, Serial 8 Telnet)

1 "Consoles in use" (FEHEERIG) (i, MU REEI KVM)

XFFREN

1 A RACADM
1 iZLf# RACADM

1 telnet/ssh/serial RACADM

A

£ A-12 Y7 getssninfo T4 ik,

# A-12. getssninfo F &% 5

W | B

-A | A R IGH AT BV R Sk o

-u | -u <FI P B> R o RN R BRI P A PR SR Wk e R SRR R A, BT L e R I R R AT B S

~
1 racadm get ssni nfo
4 A-13 #2474 racadm getssninfo 44 H FIR .

# A-13. getssninfo F & &%t =H

Al NI=EE: R Type (K®) |&#l &
root | 192.168. 0. 10 | Tel net FEL KVM|

1 racadm getssninfo -A

"root" "143.166.174.19" "Tel net" "NONE'
1 racadmgetssninfo -A -u *

"root" "143.166.174.19" "Telnet" "NONE'

"bob" "143.166.174.19" "GU" "NONE'

getsysinfo
Ed & EfHit&4, B4UHTLog In To iDRAC" (R3] iDRAC) k.

# A-14 8T racadm getsysinfo T4 .

# A-14. getsysinfo



e | 38
getsysinfo | 75 iDRACE {58 R4 ST TG R .

RE

racadmgetsysinfo [-d] [-s] [-wW [-Al [-c] [-4] [-6] [-r]

i

getsysinfo T4 fir A% RAC. Managed System FIi B & 1115 5. .

TRREO

1 Kl RACADM
1 iif# RACADM

1 telnet/ssh/serial RACADM

L TUN

4 A-15 ¥ T getsysinfo T4 k.

# A-15. getsysinfo T &R

W | B

-4 7R IPv4 WE

-6 BIR IPV6 BE

- | Son BE

-d f7x iDRAC6 {5 &
s | BRRGER
-w | EREEEE R

-A | EBRATEN TR /5%

WURBATRE -w I, M T A BRI

i

getsysinfo T4 &R T A% RAC. Managed System Fllli B id & 1945 5.

71 il

RAC I nformation (RAC f55) :

RAC Dat e/ Ti me (RAC HI/ i) = 10/ 01/ 2008 09: 39: 53
Firmware Version (EfRiA) = 0.32

Firmware Build (EfR) = 55729

Last Firnware Update CLik[E{FEEH) = 09/25/ 2008 18:08: 31
Har dwar e Version (BifEfRA) = 0.01

MAC Address (MAC Hhi) = 00: le: c9: b2: c7: 1f

WL

Regi ster DNS RAC Nanme (7Efff DNS RAC &#%) = 0
DNS RAC Nane (DNS RAC ##%) = i DRACG

Current DNS Dormain (%45j DNS ) =

Donai n Nane from DHCP (K[ DHCP [{34) = 0

1Pv4 1%

Enabl ed (2/5ff) = 1

Current | P Address (47 | P Hiht) = 192. 168. 0. 120
CQurrent 1P Gateway (47 IP M) = 192.168.0.1



Current |P Netmask CH4fj | P RZ#fi%) = 255. 255, 255. 0
DHCP Enabl ed (DHCP CJaHi) = 0

Current DNS Server 1 (47 DNS fli%# 1) = 0.0.0.0
Current DNS Server 2 (4 DNS %4 2) = 0.0.0.0
DNS Servers from DHCP (K[ DHCP (1) DNS fR%#5) = 0

IPv6 H:

Enabl ed (M) = 0

Current | P Address 1 (4% I P #14) = 2002: 0000: 0000: : 0001
CQurrent P Gateway 4T IP M) = ::

Prefix Length (iZi&/E) = 64

Autoconfig (HZIACE) = 1

DNS Server from DHCPv6 (A DHCPv6 #kf% DNS fli%5#%) = 0
Current DNS Server 1 (47 DNS %% 1) = ::

CQurrent DNS Server 2 (4ff DNS fla%#t 2) = ::

REMEE:

System Model (#%i%!'%5) = Power Edge 2800
System BI S Version (% BI 08 fiiA) = 0.2.4
BMC Firnware Version (BMC [EfFHA) = 0.32
Service Tag (IR%H7%5) = ACD56

Host Name (FE#Hl#) =

08 Narme CEfERGATK) =

Power Status CHLJEHRE) = ON

Wt chdog i nformation (MEfEE) :
Recovery Action ({KE#AE) = None
Present countdown val ue (43jfEit%{4) = 15 seconds
Initial countdown val ue (¥I4fEIiH4{E) = 15 seconds

~ P

1 racadm getsysinfo -A -s
" REG5E: " " Power Edge 2900" "A08" "1.0" "EF23VQ 0023" " EHLE"
"M crosoft Wndows 2000 fitA 5.0, k'S 2195, Service Pack 2" "ON'

1 racadmgetsysinfo -w -s

RYMER:

System Model (R%%H'5) = Power Edge 2900

System Bl OS Version (£4; BICS JfiA) = 0.2.3

BMC Fi rnware Version (BMC [EfFfR4) = 0.17

Service Tag (IR%H%) = 48192

Host Nane (EHL4) = racdev103

S Nane (HE(ERZ4F) = Mcrosoft Wndows Server 2003
Pover Status CHJRA) = OFF

Wt chdog i nformation CHEEfEED :
Recovery Action (1%53#/F) = None
Present countdown val ue (Y47if#it#i{%) = 0 seconds
Initial countdown val ue (WI4fflit#if) = 0 seconds

R )

H4 Managed System 347 Dell™ OpenManage™ ZZi# i}, getsysinfo 4t "Hostname" (EHL4) F1"OS Name" (fERGELH) TEA & WRHERNE R, Wi
Managed System -#%71i%% OpenManage, X7 B4 AR REHANEE.

getractime
Ed & EfHit&4, B4UHTLog In To iDRAC" (R3] iDRAC) k.

#% A-16 BT getractime T4 .

#* A-16. getractime

Fire |38

getractime | f£/5 Remote Access Controller ff24aiH[H].




RE

racadm getractine [-d]

L
WIRAH T, getractime T4 £ LA A AT 50k 2 S~ i 1A]

{fi] -d 3T, getractime 2Ll F#%:0ERIE, yyyymmddhhmmss.mmmmmms, X5 UNIX date 543 8] (#4% A F o

i

getractime i & i L RFE—1T 1o

7 Bl H

racadm getractine

Thu Dec 8 20:15:26 2005
racadmgetractine -d

20051208201542. 000000

XD

1 A RACADM
1 i&fi RACADM

1 telnet/ssh/serial RACADM

ifconfig
& W EfH@G4, ©iAA "Execute Diagnostic Commands" (T2 Wi fr4) 5{""Configure iDRAC" (B E iDRAC) R

% A-17 W T ifconfig T4 .

# A-17. ifconfig

Fé [EX
ifconfig | /RIS RN A

RE

racadmifconfig

netstat
E4 . Ziika 4, LU Execute Diagnostic Commands™ (HUF ¥ &4 k.

% A-18 il T netstat T4 .

# A-18. netstat

Faré | X
netstat | BoREEAEERER A Y T ERE .




RE

racadm net st at

XD

1 Zf# RACADM

1 telnet/ssh/serial RACADM

ping

G

Ef kA4, $AUHA"Execute Diagnostic Commands" ($ 47 Wiy 4 ) m""Configure iDRAC" (RE iDRAC) k.

£ A-19 Y 7 ping T4 .

£ A-19. ping

Tre

5L

ping

BUE AR 1P HBhER T T DML Y AT B AR PR R 28N IDRACE JEAT VIl T H AR IP ehik. 1CMP [l 35 B GAR AR 2 i i B AR L PR R 9 R 2 HORO% BN H b5 1P Stk

RE

racadm ping <ip fHihf>

XFHEA

1 RACADM

1 telnet/ssh/serial RACADM

setniccfg

K

Zfifi] setniccfg 4, X4HA"Configure iDRAC" (ELE iDRAC) #lff.

% A-20 #H T setniccfg T4 .

#* A-20. setniccfg

Fha

X

setniccfg | BRI 1P ACE.

K

RE

NIC A 0 F i 133 A A ) LA B e fei A

racadm setniccfg -d

racadm setniccfg -d6

racadm setni ccfg -s <| Pv4 fibhl> <pj24fEiG> <I Pvd 56>

racadm setniccfg -s6 <IPv6 Hif> <I Pv6 FI&K/E> <IPv6 M5

racadm setniccfg -o




YL

setniccfg T4 W EEHIHE 1P .

1 -d EETUN ORI EG DR DHCP (BRI DHCP)

1 -d6 BTN LKA B S A" AutoConfig” (AEIRCE) . BRIAAEA.

V-SRI IP RE. 1Pv4 dhhE. GRS SCET DU E . 0, AL IR E .

1 -S6 ETTAT A IPVE W E . IPV6 Hulik. RTZKER 1PV6 SR LA E .

1 -0 JEWTE A LUK L

i

WRARAEBA ), setnicefg T4 & BoR AR ARG . WD), HERRfEe.

XEFMED

1 A RACADM
1 Jifi RACADM

1 telnet/ssh/serial RACADM

getniccfg

K i =t getniccfg f4, 24" Log In To iDRAC™ (B3] iDRAC) UK.

#% A-21 #B T setniccfg and getniccfg T4 .

# A-21. setniccfg/getniccfg

Fé 3'8
getniccfg | Zanfail #0400 1P ACE.

RE

racadm getniccfg

i

getniccfg 4 R 2 i LUK W ELG 1 E .

7~ il

WARBRAERA R, getnicefg T4 & oMM IHHR S B . WERIRAERT), il 2% ik s -

NI C Enabled (NIC 25D = 1

DHCP Enabl ed (DHCP Cjiff) = 1

IP Address (1P Hfifit) = 192.168.0. 1
Subnet Mask (FM#i%) = 255. 255. 255. 0

Gateway (F55%) = 192.168.0.1

XEFHED

<IPv4 k> <[qZEHERT> AN <[> NI RO IR TR



1 Al RACADM
1 Zf¥ RACADM

1 telnet/ssh/serial RACADM

getsvctag

Ed & =emitasd, u4AA"Log In To iDRAC™ (ERE iDRAC) K.

# A-22 il 7 getsvctag T4 .

# A-22. getsvctag

Firéd X
getsvctag | RS R%E

RE

racadm get svct ag

i

getsvctag T4 s EHLRG MR S5 brss .

4
TEAT AR FHN get svetag. #it iR T

Y76 TPOG

LRI IR 0, AL BRINR [ HE %A

XEFHED

1 A RACADM
1 Zf# RACADM

1 telnet/ssh/serial RACADM

racdump
i i wtEmtad, w4 " Debug” GER) BUR.

£ A-23 YW 7 racdump T4 .

£ A-23. racdump

Fréd EX
racdump | 7R IDRACE [)— A5 B

RE

racadm r acdunp



B
racdump ¥ i & S A i & T LIRS fif . IRZS T IDRACE AR — MR {5 2
JEAT racdump Fir &2 BaR LR R

1 HBRG/RAC 5 E

[IREN=E 0]

ST E

VR

v AR

XEFHED

1 if# RACADM

1 telnet/ssh/serial RACADM

racreset
i i #miftkdd, B4 "Configure iDRAC™ (BEE iDRAC) HUR.

#% A-24 #WT racreset T4 .

# A-24. racreset

T | EX

racreset | #i% iDRAC6.

E4 #: it racreset T4 s, IDRACG AIHET: B IA— 4 BhofiR I T RS .

RE

racadmracreset [hard | soft]

B

racreset Fr 4R ixt iDRAC6 ik, Mikd{F25 N\ iDRACE [Hi&.

THE R RAC PUTIHRIZ B R, E N AEARE RAC MIFG ZAMTF&.
K4 & fid A-25 difididT iDRACE B S, LAIEHES A%,

4 A-25 BT racreset T4 L.

# A-25. racreset Fy4iE W

B | N

hard | ### %% Remote Access Controller $ATER B B fE. M RN E B IDRACE 21 3 1k Ja 22 1 B

soft | iR £x RAC PUTIEHR EHi 5] FH M.

il

1 racadmracreset

JA3)) iDRACG # AL ik)F 5.



1 racadmracreset hard

Ji1%) iDRAC6 f#l # %741,

XEREO

1 A RACADM
1 iZfE RACADM

1 telnet/ssh/serial RACADM

racresetcfg
Ed & EfEHiL&4, BAUHTConfigure iDRAC" (LB iDRAC) HUR.

% A-26 #it# T racresetcfg T4 .

# A-26. racresetcfg

Fré &YX
racresetcfg | K4 iDRAC6 Jit B F i T ERIMiE.

R_RE

racadmracresetcfg

XEFHED

1 A RACADM
1 Zf# RACADM

1 telnet/ssh/serial RACADM

i B

racresetcfg @ &4k A i AP BCEL ISR P % H . SR PERE TR 26 B O BRURYE, X Se B VT TR f 8 o0 AR BN B . BAUR PR Ja /S . IDRACE 2 3 E ik,

E4 = i % &Mk iDRACE FLEIFK IDRACE M FIEE ERANFUABNEE . BRR, BAGHMEIEHAEA root Ml calvin, T 1P Mt &24h
192.168.0.120. WIH M2 o (Filtn, SR Web #%i88. telnet/ssh siife RACADM) % racresetcfg, W4Zif# HERINM 1P Hudik.

Ed 3 TRONEUGERE, 4 iDRACG EfHERT B ILFRHEE). IDRACE 44 K% 30 MRS, EF AT,

serveraction
Eq #: EEAG4, LA Execute Server Control Commands™ (47 g Sl fr &) R,

#% A-27 UM T serveraction T4 .

# A-27. serveraction

Faé EX
serveraction | Xt Managed System T & &S HL/HL/ NS FEFHLIRE.

RE

racadm serveraction <#ff>



L
serveraction il AEUSTE LHLR S EPAT R ERRE. & A-28 W] T serveraction HLRIEHIZELI.

® A-28. serveraction T-Aréit |

TR | EX

<#eff>| SRERAE. LU <fRfF> TATH IR

powerdown — X4 Managed System Hiji.

powerup — TJf Managed System 5.

powercycle — £ Managed System L& HKHE BRI BCEAEZAL T4 T RGEAT AR 1) AL I5H% EL G AR S FAT F R ST .
powerstatus — RS BB RIERA ("ON"[JF] 8"OFF " [X]

hardreset — {£ Managed System /7 (FH515) #iE.

o

WREHESATHTIER A, serveraction Tar& & BRtiit &8, WARIEREME, K2 BRmIE .

XD

1 A RACADM
1 jifE RACADM

1 telnet/ssh/serial RACADM

getraclog
ﬂ ¥ EHG4, YA "Log In To iDRAC™" (&38| iDRAC) KUR.

# A-29 BT racadm getraclog 4.

® A-29. getraclog

W :3'8
getraclog -i| i iDRAC6 H&H 14 HL.

getraclog | &/ iDRAC6 HiEH.

RE
racadm getracl og -i

racadmgetraclog [-A] [-o] [-c %] [-s &#id#] [-m

i B3
getraclog -i 4 &7~ iDRAC6 H & (4 H 4.
LU Rk 0¥ getraclog 44 H -
1 -A — R U B R .
v -c — SRPEERGR R B AL
vo-m — R BHE BRI 46 (BT UNIX more @4 .

1 -0 — V{7 Rk .



1 -s — fREERRIRAILR.

Eq RS REGES, HRREAHE.

i

BRI SR AER T W SRR, MR 1A 1 BRBOTMRIF— EINE RS T . RESISIE, MRS R,

7l

Record Cids%) @ 1

Dat e/ Ti me (Hi/ ifiH) : Dec 8 08:10:11

Source CKJE) : 1ogin[433]

Description (#8{) : root login from 143. 166. 157. 103

XEFHED

1 A RACADM
1 Zf¥ RACADM

1 telnet/ssh/serial RACADM

clrraclog
B4 = mtimiad, BAURS Clear Logs™ GEREA®R) BUR.

RE

racadm cl rracl og

i

clrraclog ¥4 2 M iDRACE HEMIBR AT BUA ML . I8 —FHNLRoRICRis Bk H & ) FAIm A .

getsel
KB4 #: #mfifkdd, $4ULH" Log In To iDRAC" (EFE iDRAC) HUR.

% A-30 #HIT getsel 4.

& A-30. getsel

e EX
getsel -i | ERRGTEHE D% FAE.
getsel | &5 SEL %H.

RE

racadm getsel -i

racadm getsel [-E] [-R [-Al [-o0] [-c if#] [-s ##] [-n]

i

getsel -i fi74 &Rk SEL I H



LAF getsel I RS -i 350D AT H .

-A — AN TS SR R

-C — FRACERR I ok A% H A

-0 — Lh—A7 Eordil o

-s — IREERR IR,

-E — 4§ 16 FATHELS SEL JBE ST H MR 1 N RER A AT .
-R — PUTEIE AR .

-m — —WER—HHE R IFER A kS (CELT UNIX more fi74) -

Ei & wREARESH HRATEE.

Lfad
R BRI S BRI R E AR
foi

Record Cids%) @ 1

Date/ Ti me CH)/ B[] : 05-11-16 22:40: 43

Severity (JREPE) @ Ck

Description (##) : System Board SEL: event |og sensor for System Board,

XD

1 A RACADM
1 i&fi RACADM

1 telnet/ssh/serial RACADM

clrsel
Ed i wtifskad, whikf Clear Logs” GRBRHE) HUR.

RE

racadm cl rsel

]

clrsel 142 MRS HE (SEL) MFRATH A 1L,

XHEHEL

1AM RACADM
1 Zf¥ RACADM

1 telnet/ssh/serial RACADM

gettracelog
ﬂ ¥ EMHMG4S, 2IEA"Log In To iDRAC" (&3 3B iDRAC) UK.

# A-31 M T gettracelog %

#& A-31. gettracelog

log cleared was asserted



wd EX
gettracelog -i | {7~ iDRACG i H & H 4% H 4.

gettracelog 78 iIDRAC6 i H &

RE

racadm gettracel og -i

racadm gettracelog [-A] [-0] [-c it#] [-s ##HEidE] [-n]

B

gettracelog (A7 -i D @44 H. LLF gettracelog # H il H -
-i — lis IDRAC6 BRI H & 2% H 2

-m — B HHE IR RS CELT UNIX more fi74) -

-0 — LLAT S

-c — HEERR LTS

-s — JiE E ARG TR

-A — REIRTUE s

i

B BRIk T WL A MRS 1 H 1 HRROTIIF BB RG] § . RG5ISE, Ba RGN .
folhm:

Record (ids) : 1

Date/ Time (HHI/ WA : Dec 8 08:21:30

Source (i) : ssnnyrd[ 175]

Description (#8) : root from 143.166.157.103: session timeout sid ObeOaef4

XEHEL

1 A RACADM
1 Zf¥ RACADM

1 telnet/ssh/serial RACADM

sslcsrgen
i i miftkdd, ©4ULH Configure iDRAC™ (FEE iDRAC) HUR.

# A-32 T sslcsrgen find .

& A-32. sslcsrgen

Fhré B
sslcsrgen | A RAC A:iJf P4 SSLETI%: 44153k (CSR).

RE



racadm sslcsrgen [-g] [-f <Xff#>]

racadm ssl csrgen -s

Ui

sslcsrgen P4 A LV FA R CSR IFKRZ 0 FEEI % /i A U0 756, CSR W HISRGIRE [ 5E L SSLUETLATE RAC LiEf7 SSL 4 4b5.

Ed :  serial/telnet/ssh fiil G AScHE -f ik

# A-33 Ui T sslcsrgen Fir AT,

# A-33. sslcsrgen T-Ardi% M

| $w

-g |t CSR.

s |iRE CSR AMGTREMRA (ELAR. HARE) .

| FRBEIT S <TfF4>, CSR M FREHCH.

4 W HiE -FIRIE, 2T H S sslesr A2 BRAE .
e WACRIRE -F LT AT H S RS BROME

WA AR AR, BRSO T 24 CSR JHEN sslesr FEEIAMIF RS, -g MHIAGRYS -s Wll—H, i -fLBRGkYS -g B REH.
sslcsrgen -s T H4E [ L FRAL 2 —:

1 CSR A .

1 CSR AfRfE.

1 CSR A4 pRIETEHET.

R 5]
sslesrgen Fir 4 HAEMA S RACADM % i AT 3 HANREFIZE Serial. Telnet 8¢ SSH # M.

E ¥E: W CSR AT, 24Zi7E RACADM cfgRacSecurity 41+t CSR FE. f#ilin: racadm config -g cfgRacSecurity -o cfgRacSecCsrCommonName MyCompany

il
racadm ssl csrgen -s
£

racadm sslcsrgen -g -f c:\csr\csrtest.txt

XFREA

1 &H RACADM
1 iZLf# RACADM

1 telnet/ssh/serial RACADM (-f ILIA S HF serial/telnet/ssh 4%l &)

sslcertupload
E4 3 =fimkérd, BAUHA Configure iDRAC” (FEE iDRAC) HUR.

# A-34 i T sslcertupload T4 .


file:///e:/software/smdrac3/idrac/idrac12mono/cs/ug/racugab.htm#wp30557

#* A-34. sslcertupload

Faé L]
sslcertupload | #4 H & X SSL k%5 #sak CA IEH A% i L5 RAC.

RE

racadm ssl certupl oad -t <% [-f <WfE5>]

% A-35 W] 7 sslcertupload -4 .

® A-35. sslcertupload T fr4# %

| VW
-t | fEEE EERIGE R, CA IETIEUR S SHET .

1 = IR&5SES

2=CAIEH
-f | R EEIES SR A BRI R SO, IR AT H SRR sslcert SCfF.

Wik, sslcertupload 4K iR 0, ASEL MR [l E 4.

RR 1l

sslcertupload Fir4 Rt WAL RACADM % /1 ifith4T. sslesrgen T4 AfEHI7E Serial, Telnet 5 SSH #11H.

il

racadm sslcertupload -t 1 -f c:\cert\cert.txt

XRREO

1 A RACADM

1 iZfE RACADM

sslcertdownload
Ed & Zfita4, ©4U " Configure iDRAC™ (HEE iDRAC) HUR.

% A-36 JiH 7 sslcertdownload T4

#® A-36. sslcertdownload

Fréd L
sslcertupload | # SSL iiF45M iDRAC6 R EI% F i L F 2% .

RE

racadm ssl certdownl oad -t <X#> [-f <Xff#>]



% A-37 #tH T sslcertdownload Ty 4.

# A-37. sslcertdownload F & £ i

el R0
-t | HEEETHRIERZRA, B Microsoft® Active Directory® iEH Bk % 4iEH.

1= [R5 SET

2 = Microsoft Active Directory 1E4}

-f e EREET SR 4 . IR E - F RIS, A S P AT H RN sslcert S

W), sslcertdownload fir &Kk [al 0, AR [ 4L 245 .

R 1

sslcertdownload T4 R g A AIEGEFE RACADM % /1 ii#hiT. sslesrgen Tar 4 AfiEf7E Serial. Telnet 5 SSH #11.

il

racadm ssl certdownl oad -t 1 -f c:\cert\cert.txt

XREREO

1 A RACADM

1 iZfE RACADM

sslcertview
Ed & =fita4, B4 Configure iDRAC™ (BB iDRAC) KU.

% A-38 M T sslcertview T4 .

& A-38. sslcertview

Tré L]

sslcertview | {78 RAC EFFTER) SSL R4 e CA iEF5.

RE

racadm sslcertview -t <X7Z> [-A

% A-39 itH T sslcertview Ty 4T,

# A-39. sslcertview T4 5

i RUL

-t | R EAENIERZA, B Microsoft Active Directory iEFERS #ET.

1= R5 SET




2 = Microsoft Active Directory 1E4}

SA | REIRER bR

4 HH o7 48

Al

racadm sslcertview -t 1
Serial Nunber (J¥%1%) : 00

Subj ect I nformation (FERFE) :

Country Code (CC) (HZ/ XA : US

State (S) (JI/4 [S]) : Texas

Locality (L) (#X) : Round Rock

Organi zation (O (414 : Dell Inc.

QOrgani zational Unit (OU) (4ZU§A7) : Renote Access G oup

Common Name (CN) Ciiffi4) : i DRACG default certificate (i DRACE ZRIAIET)

I'ssuer Information (Mik#EL) :

Country Code (CC) C(HZ/ X% : US

State (S) (/45 [S§]) : Texas

Locality (L) (#:X) : Round Rock

Organi zation (O (4% : Dell Inc.

Organi zational Unit (QU) (4Z1H471) :© Renote Access G oup

Common Name (CN) (#Fi4) :iDRACS default certificate (i DRACG ERINIETH)

Valid From (fiEUE) © Jul 8 16:21:56 2005 GMI
Valid To (%% © Jul 7 16:21:56 2010 GMI

racadm sslcertview -t 1 -A

00

us

Texas

Round Rock

Dell Inc.

Renote Access G oup

i DRACS BRIAIEH

us

Texas

Round Rock

Dell Inc.

Renot e Access G oup

i DRAGE BRIAIETS

Jul 8 16:21:56 2005 GVI
Jul 7 16:21:56 2010 GMI

XHEHEL

1AM RACADM
1 Zf¥ RACADM

1 telnet/ssh/serial RACADM

sslkeyupload
B4 & =tHitad, w4 Configure iDRAC™ (ELE iDRAC) KU

# A-40 M T sslkeyupload fii% .

& A-40. sslkeyupload

Fhréd L)
sslkeyupload | # SSL #4HM% /"3 L4 %] DRAC6.

RE

racadm ssl keyupl oad -t <%#> [-f <ff4>]



# A-41 B T sslkeyupload T 45 .

# A-41. sslkeyupload F# 4 5

| e
-t | R R E .

1 = SSL &AM T AR SHE.
-f | dEEE BN SSL 4.

W), sslkeyupload @4 ¥ IE N 0, AEL MR [ F 4.

R sl

sslkeyupload T4 R g NAILEGLER RACADM % FiidhiT. ARAEH T Serial. Telnet s SSH #:1.

i

racadm ssl keyupload -t 1 -f c:\sslkey.txt

XEREO

1 A RACADM

1 ZfE RACADM

testemail
# A-42 T testemail Fard.

% A-42. testemail £ B

Fwe | U
testemail | #31 RAC [ HLF ISR Th g .

RE

racadm testemai | -i <#45/>

i B
A IDRACS Fifi it R A B F B

47 testemail 4T, itk RACADM cfgEmailAlert 4H e & 5| s FIFFIEMIACE . % A-43 24t T cfgEmailAlert 45| RFARK A4 .

#£ A-43. testemail it B

#fre kg

racadm config -g cfgEmailAlert -o cfgEmailAlertEnable
-il11

BEEL FUAR AT Il
R B F b e TR ) 1 5 S

racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 userl@mycompany.com

racadm config -g cfgEmailAlert -o cfgEmailAlertCustomMsg -i 1 “This is a test!"



file:///e:/software/smdrac3/idrac/idrac12mono/cs/ug/racugab.htm#wp105696

Ttk SNMP 1P ik i B IF 7

racadm config -g cfgRemoteHosts -o cfgRhostsSmtpServerlpAddr 192.168.0.152

G T TR BRI

racadm getconfig -g cfgEmailAlert -i <% 7/>

ot <G> A 15 4 2T

bR

% A-44 T testemail Fir 4 ik,

® A-44. testemail T#réd

| Y

Si | TR T R A R G

XEFHED

1 A RACADM
1 Zf# RACADM

1 telnet/ssh/serial RACADM

testtrap

B4 = mtimiad, BAURA Test Alerts” CRIERD kL.

& A-45 HMT testtrap T4

& A-45. testtrap

Trd | H

testtrap | #ll RAC ) SNMP FsBHE Bt

RE

racadmtesttrap -i <#%7/>

L]

testtrap T4 @i iIDRACE [I[F45 A H AR BT R IX R BE BRI RAC i SNMP FBFE R Tt

PAT texttrap T4 Hi, Hift RACADM cfglpmiPet 4 ff5 %5 EHCE .

# A-46 {1t T cfglpmiPet HFIRAM K4,

#* A-46. cfgEmailAlert 74

Bt Liks

-il11

racadm config -g cfglpmiPet -o cfglpmiPetAlertEnable

W8 Hbrs IR 1P Hiufk | racadm config -g cfglpmiPet -o cfglpmiPetAlertDestlpAddr -i 1 192.168.0.110

EE TR RS E

racadm getconfig -g cfglpmiPet -i <% 7/>



file:///e:/software/smdrac3/idrac/idrac12mono/cs/ug/racugab.htm#wp70697
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ot <FF> A 1B 4 2T

WA
H A-47 BT testtrap T AL,

# A-47. testtrap F & &%

| B
- R A RSB E R S AR 1 E] 4 ZRmECE.

XEHEL

1 A RACADM
1 & RACADM

1 telnet/ssh/serial RACADM

vmdisconnect
Ed i wmtEmtkad, B " Access Virtual Media™ (35 FBBAR) K.

# A-48 W7 vmdisconnect Fi4 .

# A-48. vmdisconnect

Fhd L]
vmdisconnect | K IITA K IR % K DA IDRACE R/ ks .

RE

racadm vndi sconnect

L]
vmdisconnect T-fir 4 S VFT BT 53— AN A R 2 . WO, S5 Web (5L £ IRWCE R ABERARA . S 8 A sz f2. RACADM A il .
vmdisconnect 1 fir 4 {if IDRACG i/ AEWS T AT A G SN 1 A JR 2 i3, L 1] RACADM getsysinfo 74, B Al LA7E IDRACGE JET° Web (95t it Sosif S A bl 2

1o

XFFIRED

1 A RACADM
1 Zf# RACADM

1 telnet/ssh/serial RACADM

vmkey
B4 & mMkasd, w4RA " Access Virtual Media” (V7 BB KUIR.

£ A-49 Y T vmkey T4 .

£ A-49. vmkey



TFié | %A
vmkey | PAT HEAUA T HIAH 0 ERAE

RE

racadm vnkey <#£fF>

WA <#eff> BEA reset , MALNHEHAFHMLELRNRILAN/ 256 MB.

L]

H 1958 SR % IR L3R E RAC 5, BTN G RN . vmkey i & AT il TR @ P )R EA RN, 76 IDRAC6 Ly 256 MB.

XEFHED

1 A RACADM
1 Zf¥ RACADM

1 telnet/ssh/serial RACADM

usercertupload
Ed & wtitdd, w44 Configure iDRAC™ (BEE iDRAC) HUKR.

72 A-50 #M 7 usercertupload T4 .

# A-50. usercertupload

Fré L
usercertupload | #H FETEH T CA TEF % /i L #3] iDRAC6.

RE

racadm usercertupl oad -t <#H> [-f <XfF#4>] -i <Fi>

# A-51 BT usercertupload iy 4.

# A-51. usercertupload ¥ &5 B

IR
-t | 4R LRENETRA, CA EF RS SHET o

1= HMED

2=/ CAIET

-f | R RRIE BSR4 . SRR R SO, SRR SR sslcert U,
=i PR S. ARUEN 1-16.

W), usercertupload fir & FHE RN 0, AR F 4 7.

R sl



usercertupload J-fir 4 H i WAL FE RACADM % i AT

il

racadmusercertupload -t 1 -f c:\cert\cert.txt -i 6

XEREO

1 A RACADM

1 iZfE RACADM

usercertview
Ei i wtifkdad, w4 Configure iDRAC” (FEE iDRAC) AU.

% A-52 il T usercertview T4 .

#® A-52. usercertview

Fré ViEe
usercertview | 75 iDRAC6 L MiiE5kH /1 CA iEH.

RE

racadm sslcertview -t <##> [-A -i <FJ>

4% A-53 UM T sslcertview Ty AT,

% A-53. sslcertview F &4

IR | B
-t | R EEERETRE, WASERSA CA ER.

1= HMiEs

2=HJ CAET

-A | REIRBR SRS

-i HPMESS. A% 1-16.

XEFHED

1 A RACADM
1 if¥ RACADM

1 telnet/ssh/serial RACADM

localConRedirDisable
B4 i S tiAH RACADM A il LU ATt i

% A-54 Ui# 7 localConRedirDisable 4.



#® A-54. localConRedirDisable

Tré L]

localConRedirDisable | 4 f{#x 1 & # 5 1 ¥/ Management Station.

RE

racadm localConRedirDisable <itJi>
IR <> WEAN 1, G EE R .

R <0 B 0, F G FE R

XEFHED

1AM RACADM

krbkeytabupload
E4 & EfEmkas, BAUL Configure iDRAC (FEE iDRAC) HUIR.

# A-55 i 7 krbkeytabupload 4.

% A-55. kerbkeytabupload

Fhe L]
krbkeytabupload | L# Kerberos keytab (ff.

RE

racadm kr bkeyt abupl oad [-f <X f#>]

<A A=A AR ) SO A TR

% A-56 il T krbkeytabupload ¥ 54 i% i .

#* A-56. kerbkeytabupload F iy 4 W

| HH

-f | R B keytab SCPR# . WIRBEATRE SO, A2 AT H R A keytab SO,

W, krbkeytabupload 4 Ki&El 0, AN W& [FIHEZ 4T .

R sl

krbkeytabupload F-fir%4 N fE A EZEFE RACADM % /3 44T «

il

racadm krbkeytabupload -f c:\keytab\krbkeytab.tab



&= ik 3]

1 A RACADM

1 iZfE RACADM
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hini}

SK

iDRACG6 J& M348 FE HAIX & & X

Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 JiA& Fi/ #w

cfgSmartCard
cfgNetTuning

cfgRacSecurit

|

cfgRacVirtual

T

@ R @ cfgStandardSchema
@ idRracinfo @ cfglpmiSol

@ cfgLanNetworking @ cfglpmiLan

@ cfgRemoteHosts @ cfglpmiPetipvé

@ cfgUserAdmin @ cfglpmiPef

@ cfgEmailAlert @ cfglpmiPet

@ cfgSessionManagement @ cfguserDomain

@ cigSerial @ cfgServerPower

@ cfgOobSnmp @ cfglPv6LanNetworking
@ cfgRacTuning @ cfglPvEURL

@ ifcRacManagedNodeOs @ cfglpmiSerial

] [}

] [}

]

cfgActiveDirectory

iDRAC6 i P 2 {1 1 IDRACE ML ELE S . MARAZAI SR RALSL, Wix R4zt QARSI ANHIH T R ERR BRI AR 2K 1D,
158 RACADM 2 FIRZ/FAEFHZLAIX B 1D KALE iDRACG. BHJS %15 I &N GIFFE O QR AT, "5 alml LA’ .
A Ay Racadm BEX R BME, TANHITIEMDRERIE. Hl, RACADM R¥F®E Certificate Validation 3% 1 i Active Directory ¥ R& &% 0,

& HLEFE Active Directory® & i I T 4347 B IE. B, B4 cfgADEnable 4% 3% 0, cfgADSSOEnable XIRMATLUBREN OR 1, At REE
Active Directory & B0 T 4 4% .

BRAESIAMEHT, BT AP AR TR ASCH 745 .

BN T
SRR AL LU R A
abcdef ghi j kl mopqr st uvwxwz
ABCDEFGH JKLMNOPQRSTUWKYZ

0123456789~ | @$%&* () _+={}[]|\:";" <>, .7/

idRaclInfo

%4

e

G RARBHUREAT KT IDRACE AUREELE .

PRV AL BLRANTIA A R

idRacProductinfo ( Ri)

Integrated Dell Remote Access Controller

L

TR it (1 SCA 745 1


file:///e:/software/smdrac3/idrac/idrac12mono/cs/ug/index.htm

idRacDescriptionInfo ( Rik)

TR, W% 255 4 ASCI 74

RIME

MRGAMHREE T &% Dell PowerEdge™ R4 St 2 BET)fE .

L

iDRAC 257U {1y S AL

idRacVersionInfo ( Rig)

A RE

THH, % 63 4> ASCI T4F

RINE

<HRfRAT>

L

AL R b AR )77

idRacBuildInfo ( i)

A 3%

T, % 16 4> ASCI 744

Bl

47 iIDRACG [l {1+ Py R A

W

B R A A A R

idRacName ( Hig)

AR

FHH, % 15 4> ASCIH F44F



Bl

iDRAC

L
L5t T T R ) 8 0 44

A e

idRacType ( HiE)

A 3%ME

7 1D

Bl

10

L

4 Remote Access Controller #/f5ifly iDRAC6

cfgLanNetworking
ZHAEMSEM TRE iDRACE NIC.

ARV A ZA PR ROT R R E R IDRACE NIC, X2 SR & . %2 iDRAC6 NIC IP bl i B0 xt SO L BTA TS S 7 208, 2R AP A ST
[y AP ik % R SR T 4z

cfgNiclPv4Enable (i£/5)

A 3fE

1 (TRUE)

0 (FALSE)

BRiME

1

L

JA 244 IDRACG IPv4 Hifg

cfgNicSelection (i£/%5)

A RE
0=Jki
1= 5kt LOM2 3L

2=



3= 5l TE LOM L5 (YR iDRAC6 Enterprise)

NN
0 (iDRAC6 Express)

2 (iDRAC6 Enterprise)

Vi
 RAC M4 045 (NIC) JE & Uil fEa. £ B-1 HiHSCRrBi.

#® B-1. cfgNicSelection X # [ R

R L

Jete WERFEHURSHAER NIC HEHURSHE 1K RAC JL52, M AR, AU 45N A A HUIR S 28 LA E] 1P JBhER! RAC LASEIRIMZS i@ F il .
LGt JEFENURSS 35 LOM2 SR M 45 5 O fasil) 2 I8 1 2 T i o

LOM2 Jt52

BH #REH RAC NIC FIEZRVIRH%E A NIC.

fgﬁ%ﬁ&?ﬁﬁﬁ St F FEHUIR S5 25 4 PR 255 e 195 0 38 RO BTA LOM [l 41t .

LEHUERIE RGN NIC HACES, V) & M U B A3t RV iR 4085 NIC 1 A NIC 2 Bt o2 il NIC 1 Ri%%dE. A NIC 2
ﬂ NIC 3 SRJ5%] NIC 4 $ATHFREHRS . W NIC 4 WLHFs, TRy B4 20l Musse B, W PTa B fLmEe B NIC 1, HATIRAMZ NIC 1 #iEc g

cfgNicVLanEnable (i£/5)

B

1 (TRUE)

0 (FALSE)

BRiME

o

L

Ja FelA5fH RAC/BMC ) VLAN Thiig.

cfgNicvVLanld (i&/5)

A3l

1-4094

BRiME

1

HH

N4 VLAN FLEH5E VLAN ID. @t HG7E cfgNicVLanEnable # 88 1 (CEH) WA G,



cfgNicVLanPriority (i£/5)

A3

oCc7

NN

0

HH

N4 VLAN BCE T2 VLAN f2etl. M@tk 477 cfgNicVLanEnable #E 8 1 (2D B AF L.

cfgDNSDomainNameFromDHCP (i£/5)

A ¥E
1 (TRUE)

0 (FALSE)

BRIAE

0

HH

i€ IDRAC6 DNS 34 B W% DHCP i & 43 i

cfgDNSDomainName (i£/5)

A

TR, W 254 A ASCH Fif. BA—ANFRLAUE T RE TG R - R,

ﬂ ¥:  Microsoft® Active Directory® R ¥4 64 M E 4 lE % (FQDN).

BRikE

<FH>

L

X/ DNS 84 .

cfgDNSRacName (i&/5)

A3



TR, % 63 4~ ASCH F4F. B ANFHFUANT B

Bi i ff DNS WS8R 31 AT AT 4k

NN

idrac-<flt %5 brok>

L

IR IDRACE 4R, BRIMVEIL T TR rac-liF 4. B cfgDNSRegisterRac ## M 1 (TRUE) i 44 2.

cfgDNSRegisterRac (i£/5)

A ME
1 (TRUE)

0 (FALSE)

Bl

0

W

1£ DNS %54 LM iDRAC6 4 7Fx

cfgDNSServersFromDHCP (i£/5)

A 3E
1 (TRUE)

0 (FALSE)

BRikE

0

L

FRE TR LI DHCP JIR%5 8373 fic DNS k%4 1Pv4 Hidik:

cfgDNSServerl (i£/5)

XA

FORA R 1PVA ML FF . filn: 192.168.0.20,

Bl

0.0.0.0



HH

i DNS RS2 1 1 1Pv4 bl

cfgDNSServer2 (i£/5)

HME

FORAR \PVA ML . Bl 192.168.0.20,

BRikE

0.0.0.0

WH

K% DNS %588 2 1) IPv4 sl

cfgNicEnable (£/%5)

AR

1 (TRUE)

0 (FALSE)

BRINE

1

L

JATIERZETT] IDRACE 46k il gt . WRAEA NIC, #EAREF VA% IDRAC6 HUILFEML .

cfgNiclpAddress (i£/5)

B4 &: MBMAHTE cfgNicUseDhep 24 E )y O (FALSE) 4 W RCH .

XA

TR P4 LR . Bl 192.168.0.20,

Bl

192.168.0.120

BH

HHE M4 IDRACG [ 1Pv4 Hidik



cfgNicNetmask (£/5)

K4 #: 1280067 cfgNicUseDhep 23 % O (FALSE) INA WALE.

A 3%ME

TR T WA 7 . Billn, 255.255.255.0.

BAE

255.255.255.0

L

HI-T IDRAC6 1P Hiuhl: )5 R4 HE RS

cfgNicGateway (i£/5)

B4 i k%04 cfgNicUseDhep 24 % 0 (FALSE) I A4 iR .

AR

ORI S 1PvA SBLE) 745 . Blin: 192.168.0.1.

RINE

192.168.0.1

L

iDRAC6 4% IPv4 Hil:

cfgNicUseDhcp (£/58)

H3E
1 (TRUE)

0 (FALSE)

RINE

0

L

HhE A DHCP 41t iDRAC6 IPv4 Hilik. Wik E A 1 (TRUE), W4 MR{% (%) DHCP %5444 it iDRACGE IPv4 Hiht. FIEERL AT G, WEtEgEN 0O
(FALSE), I/ stftlcE cfgNiclpAddress. cfgNicNetmask fil cfgNicGateway J& .

cfgNicMacAddress ( Rig)

A



#7~ IDRAC6 NIC MAC Hihik )54

Bl

iDRAC6 NIC 17247 MAC M. 41, 00:12:67:52:51:A3.

BH

iDRAC6 NIC MAC Hithl:

cfgRemoteHosts

SRR R VFER SO LB AR E. SMTP iS5 25 ()R Tk

cfgRhostsFwUpdateTftpEnable (/%)

A
1 (TRUE)

0 (FALSE)

RIME

1

PH

Ji FHERAEF AN 28 TFTP JIR%5 2 557 IDRACE [H (1) #AF

cfgRhostsFwUpdatelpAddr (3&/5)

A %M

TR 1PvA MBILI - RF . Bl 192, 168. 0. 61

Bl

0.0.0.0

L

#5E M T TFTP IDRAC6 [ HHHRIE 4% TFTP 55 s 1Pv4 Mkt

cfgRhostsFwUpdatePath (i/5)

HME

FHH, KEAEE 255 4~ ASCI #45F



Bl

<ZA>

Vi B
$85E TFTP % %% LA7(E iDRACG [EfFBZ CFm TFTP B44%. TFTP BARAAXS T TFTP R% 8% L TFTP REsfE.

Ed & RS BTREEEREREwEE (Bl co .

cfgRhostsSmtpServerlpAddr (/%)

XA

FORARL SMTP RR%545 1Pv4 Hihb i+ FFds . i, 192.168.0.55

Bl

0.0.0.0

L

%% SMTP R4S 255 TFTP ARZ- 451 1Pv4 Hidlk, WS CRCE RS %R, SMTP %284\ IDRACE K ik FHEIFER. TFTP HR5 %45 iDRAC6 A H &1,

cfgUserAdmin
BEZARAE AT S AL R i o v R AR L1519 IDRACE I H L LS .

RFLIE 16 MHPHESEH]. SEDEHIZOR D NACE

cfgUserAdminindex ( RiE)

XA

1C1e6

Bl

<3:fpil>

W

BTN Sl

cfgUserAdminlpmilLanPrivilege (i£/5)

A A
2 (H/
3 GRIERD

4 CEELD



15 CERID

ENNE
4 (I 2

15 (st

L

IPMI LAN {518 I ¥ 5 KAUR

cfgUserAdminPrivilege (§:/5)

AR

0x00000000 #| 0x000001ff, LIk 0xO

RIAE

0x00000000

L
SRR PERRSE SOV R T A AR . Z AR RS, RV RE S RBUREA A, & B-2 YU T AL G A IR 4 B AR AL -

R B-2. AP RIRALHERY

F P AR AR R AL HERT

"Login to iDRAC" (%#3%%| iDRAC) 0x00000001
"Configure iDRAC" (fiL & iDRAC) 0x00000002
"Configure Users" (fit & /") 0x00000004
"Clear Logs" GifkxH&E) 0x00000008

"Execute Server Control Commands" ($i47 /% & E#ldr4) | 0x00000010

"Access Console Redirection™ (ijj %l & 5 ) 0x00000020

"Access Virtual Media" (Vi A D 0x00000040

"Test Alerts" CRuill &%) 0x00000080

"Execute Debug Commands" (AR #4) 0x00000100
il

£ B-3 RO T FAT— IR & HUBLR 0 T P (KB PR AL AR 7 451

% B-3. H P R AR B

F AR IR o S

AfevEH Ui iDRAC., 0x00000000

FiPULAERS R F] IDRAC JREA IDRAC AIRSS #HAC A5 2. 0x00000001

PR LS E] iDRAC Jf 8 AL & 0x00000001 + 0x00000002 = 0x00000003

F PR LA SEE] iDRAC, Vil ledt i, FFUiild% i 4 e . | 0x00000001 + 0x00000040 + 0x00000080 = 0x000000C1

cfgUserAdminUserName (£/5)



B4 i SbRPEGLATE A

A 3%

T, % 16 4~ ASCI 74

Bl
WA U 2)

<FH> (i At

L

SRS P 4. WREGIAE, WIERARRT B G AN FRER QR RS . SARG ST () BERZRGGNA . FRERGRAE /7 GERZD N (RAED . (JRD |
@ (at 755 i,

B s SR e,

cfgUserAdminPassword (HE)

A XM

TR, % 20 4~ ASCH F4F

RIME

oAk A kA

L

ZHPHERD. SABYEZE, MR E, AR,

cfgUserAdminEnable (i£/5)

E=B G
1 (TRUE)

0 (FALSE)

BUAE
1 2)

0 (A HAt)

HH

AR EEE =

cfgUserAdminSolEnable (i&/5)



A E
1 (TRUE)

0 (FALSE)

NN

0

HH

ZA PR AR LAN LT (SOL) AP il

cfgUserAdminlpmiSerialPrivilege (i£/%5)

A RE
2 (M

3 GRS
15 CERED
BRikE

4 (HFP2)

15 (Fify Hed)

L

IPMI LAN {538 E R B AR

cfgEmailAlert
AL A R E IDRACG HLFIBIHER IR 24

PUR NP IS R o FOVFZ P AL 2 A DY A s

cfgEmailAlertindex ( Rig)

A

1Cca

Bl

<3:fil>

HH



EAR SR

cfgEmailAlertEnable (i&£/5)

XA
1 (TRUE)

0 (FALSE)

RIME

0

L

JE P A P s
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DHCP % f i i% B 4

adminl/system1/spl/clpsvcl

CLP JR&5 iS5

adminl/system1/spl/clpsvcl/

CLP IR 55 Bt 15




clpendpt*

adminl/system1/spl/clpsvcl/
tcpendpt*

CLP %5 il TCP i

adminl/system1/spl/jobql
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adminl/system1/spl/acctsvc3

CLP K45 21 iR 55

adminl/system1/spl/groupl-5
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1 <idrac-#74> /& iDRAC6 il /' [f1%Hd, #lin calvin
1 <is09660-# k> iR{E R4 H CD s DVD () 1SO9660 M%ikit
1 <BFE> REEGHRERG RS CD. DVD s & B
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@ iLE 1PMI
@ fiiE LAN EHRTERET Web 5

BEE 1PMI

ARATHRAA KA E ML iDRACE IPMI 2115 B HEHAFELLF:

1 LAN L IPMI
1 HAT IPMI

1 LAN BT
iDRAC6 55234 IPMI 2.0, W LUEIE L Figf2ECE IDRAC6 IPMI:

1 g iDRACE GUI
v PR A L, Hln ipmitool
1 Dell™ OpenManage™ IPMI Shell, Hl ipmish

1 RACADM
F&MEA 1PMI Shell (ipmish) (I, %2 support.dell.com\manuals L[] (Dell OpenManage /R & FEF #1452 HIFEFH P 575D o

HRALH RACADM Hifty, ik i H RACADM" .

ERHET Web WAHERE IPMI

ARVMES, WHSE ALE 1IPMI.

£/ RACADM CLI B2E 1PMI

1. {#FAE] RACADM M Fnfi R4, WSk LI RACADM" .

2. BCHE LAN L IPMI.
I APORTF, AL P4 )% <Enter>:

racadm config -g cfglpniLan -o cfglpniLanEnable 1
E4 ¥ BrEsEaTL LAN EIPMISCIHETH IPMI frd. ACER, W20 IPMI 2.0 i,

a.  FH IPMI FEAUR.
RPN, AL T4 % <Enter>:
racadm config -g cfglpmLan -o cfglpm LanPrivilegelimt <Zj/>
b <Zghi> VLR FEAME:
o 2 (i

o 3 GRMEHD

o 4 CEEGD
fltn, ZEE IPMI LAN fFEBERY 2 (/D . AR 64
racadm config -g cfglpmLan -o cfglpnilLanPrivilegeLimt 2

b.  WURTE, BE IPMI LAN (5% 5.

E4 : IDRACG IPMI SCHf RMCP+ Bilt. #%iFlE, 25 IPMI 2.0 HivE.
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ERAPORTF T, AL T4 )% <Enter>:
racadm config -g cfglpnilLan -o cfglpm Encryptionkey <##>

Hoeh <87 R AMERCEAN BRI 20 TR .

3. flE IPMI LAN LHi47 (SOL).
TERAPERTE T, BN R4 if4% <Enter>:
racadm config -g cfglpm Sol -o cfglpniSol Enable 1

a.  HH IPMI SOL H/MURS .
E4 :  1PMI SOL SUMIBRZIE T #E 1PMI SOL i iR IMEIR . A%, W21 1IPMI 2.0 #i7.

HERLPERTF T, AL T@#4I)H% <Enter>:
racadm config -g cfglpniSol -o cfglpniSol MnPrivilege <#Jj>
Jerfr <> JERL R RAME:

o 2 (i)

o 3 UGS

o 4 CEHGD
B, EERE IPMI BN 2 HMD , AT @4
racadm config -g cfglpm Sol -o cfglpniSol MnPrivilege 2

b. FH IPMI SOL M.
Ed ¥ #asei LAN Baidrisla, Rififk SOL WS2% Managed System [fHs 54 ).

TEMAPORTF T, AL T4 <Enter>:

racadm config -g cfglpniSol -o cfglpniSol BaudRat e <jfi%>
Joh <HH%> %9 9600, 19200, 57600 5 115200 bps.

Bl

racadm config -g cfglpm Sol -o cfglpni Sol BaudRat e 57600

. WEAHER SOL.
B s moUs A A soL.

FERAPORTE T, AT @4 % <Enter>:
racadm config -g cfgUserAdm n -o cfgUser Adni nSol Enabl e -i <id> 2

Hrp <id> A ME— 1D,

4. FE IPMI #1147,

a. K IPMI AT EE R SO AR Y ) 15
TEAPERTE R, BN R4 If4% <Enter>:
racadmconfig -g cfgSerial -o cfgSerial Consol eEnabl e 0

b. WH IPMI HATHEERR.
T2 PORTE, AR 4 Jf4% <Enter>:
racadm config -g cfglpniSerial -o cfglpm Serial BaudRate <yffi%>
Jrh <J4F#> %9 9600, 19200, 57600 =k 115200 bps.
ot
racadm config -g cfglpm Serial -o cfglpniSerial BaudRate 57600

c. A IPMI ERATREARE



EMSPORTF T, AL T4 )% <Enter>:
racadm config -g cfglpm Serial -o cfglpm Serial FlowControl 1
d.  WE IPMI HRATEERAMURZON .
TEMAPERTE R, BN R4 Jf4% <Enter>:
racadm config -g cfglpm Serial -o cfglpniSerial ChanPrivLinit <Zj>
o <G H> UL M
o 2 (irH
o 3 (D
o 4 (CEHID
fltn, FEEE IPMI BFEERIRA 2 P, AU TR
racadmconfig -g cfglpm Serial -o cfglpm Serial ChanPrivLint 2
e. WRTE BIOS WAL FHIEMBKE T H4T MUX.
o HEHHINREL.
o (EFFHLERWIE, % <F2> A BIOS WEMF.

o Hiii"Serial Communication” (EBATEA) .

o fE"Serial Connection™ (BATEE#) H i, Hift External Serial Connector” (4h#5 8T %) %% N"Remote Access Device™ GERVi H B
%) .

o fRfFIFIRH BIOS BHEE.
o MHHIAL.
IPMI FiC B 56 e
W IPMI 74 TLORIER, TBLIEA racadm config cfglpmiSerial fr 4 B bLF e iR
o MRREE
o [FEEH]
o ATHmik
o HATFF
o HIAHTHI

HRIXEREIMEM R, SR IPMI 2.0 #it.

R 1IPMIEREY R & T#ED
TE IPMI R ATHE L, PR A -

1 "IPMI terminal mode” CIPMI &5BER) — SR MEBATAIRIRAH ASCI fr . ar BRI a4 CRIERIEEGD JF3R AT/ ASCI T4 5 4G
IPMI 174,

1 "IPMI basic mode" (IPMI AR ) — SCFF —ibiild: 0 LUETRF Ui, Al A AR (BMU) fitif 1PMI Shell (IPMISH).

FfF] RACADM Fit & 1PMI f#:

1. %K RAC Hi47:M.
TEAT PR TF PR

racadmconfig -g cfgSerial -o cfgSerial Consol eEnabl e 0

2. ARG IPMI B,
B, e HRIT TR
racadm config -g cfglpmi Serial -o cfglpniSerial Connectionhbde <0 2 1>

RN, S0 IDRACG Ja 5 1A 4RI xt G5 2o
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LA BT B

"IPv6 Address 1" (IPv6 Jiik | " 1P Address Source” (1P #ifk¥K) ¥ E A" AutoConfig” (EHME) , 7Bk & B DHCP /3 IP Hilk.
1

W 1P Address Source™ (1P #ihyg) % E 4"Static” (&) , WAL IDRACE I IP Hilil.

"Prefix Length" (R&tK %) FE IPVE Ml MRTSKE . TTRLE 1 ) 128 2 (&%) Mft.
"Default Gateway" (#RiLlW W 1P Address Source” (IP #ilikyE) ¥ E "AutoConfig" (HZIME) , thFEH S BR M DHCP S MR 1P k.
EQ)

WA 1P Address Source” (1P HiibyR) %8 jy"Static” (FA) , WHMAZRINKE 1P Mk,

"IPv6 Link-local Xt IDRACE 4535 N (R T it i) 1Pve S 7 i ik .
Address" (IPv6 %% A< bl )

"IPv6 Address 2" (IPv6 ifilit | iX/& iDRAC6 M AT 4adiif 1Pv6 bk 2.
2)

"DNS Servers from DHCP" HFErON™ (FF) "ML LY DHCP JR%A% DNS JRS #bht. #EF"OFff" (X)) wIHiELL T DNS R Hht.
(M DHCP 3kf3 DNS fiii% &%)

"DNS Server 1" (DNS f%4: | WH#"DNS Servers from DHCP" (A DHCP 3k DNS RE58) H"Off" (X) , MHASE 1 DNS R4 1P Hulk.
1

"DNS Server 2" (DNS fi%#: | 5" "DNS Servers from DHCP" (A DHCP 3K DNS [R&58) J"Off" (X) , MHAE— DNS IRE2EK 1P Hukik.
2)

H& LAN B
"Auto-Negotiate" (i) W NIC Selection™” (NIC ¥ #) & F vy Dedicated” (¥#F1) , it "Enabled” (BB M) " Disabled" (B -

ik Enabled” (EJEA ) If. #E3EE "LAN Speed Setting™ (LAN EE#tE ) fI"LAN Duplex Setting” (LAN WITHE) .

"LAN Speed Setting" (LAN i# [ " Auto-Negotiate™ ( G ) & A" Disabled” (B2 M) , ii%# 10 Mbps 5t 100 Mbps.
PEVED

"LAN Duplex Setting" (LAN 3 | i4""Auto-Negotiate" ( Hih& ) ¥ #"Disabled" (B22MH) , &% "Half Duplex" (¥ T) H"Full Duplex" (£} L) .
TiE)

"Virtual Media Configuration”™ (E#MNERE)

BB

% <Enter>, %4 "Detached" (4#) . "Attached" (Hifl) =¢"Auto-Attached" ( EZ) M) . WRiL#F "Attached™ (BB . FMEIMSBLE SMINE] USB 48, A AT BL
e & B SR 1A i A

WLk Detached™ (48 , HIFUASREAEREHI & B XE IR 2 1 0118 U 1 A A 8 46 o

Ei & =6mALTVirtual Media” GEBIAMR) DIREH USB BUE SR %, LAIHE BIOS BHAMKAHI4"USB Flash Drive Emulation Type” (USB B #5535 i
HFER) WE K Hard disk” (BE#) . RS HEMMEL <F2> @i BIOS WEAMT. WH " "USB Flash Drive Emulation Type" (USB R #5 W3 # M EK
) REN"Auto” (EB) YRS IR A R R G A IR B

"Virtual Flash™ (B NEEH)
% <Enter>, i%.#"Disabled” (B24H) mi"Enabled” (BFHA) .

"Disable” (¥H) /"Enable” (A ¥SH USB Bk LABITA BN TR &, S0 HTA RN &8 % USB &4 E.



“Disable” ($F) ¥ SBUBMINE T HYMER, ALRA A PR

E4 #: % iDRACG Express Fifilifiaf7A R AT 256 MB i1 SD £, %5 Bt/ it H.

Smart Card B3

1% <Enter>, i&f"Enabled” (2&A) mi"Disabled" (B . Z&HACE Smart Card $3tIft. W HIEHIf"Enabled” (E/H) . "Disabled” (EZ:H)
Fi"Enabled with RACADM™ ( B.ji i 334t RACADM) .

E4 3:: ki Enabled” (EJHM) 5. £XH"IPMI Over LAN" (LAN £ IPMI) Jfik4ik.

RGMSEE

System Services ( RZR %)

1% <Enter>, i%f#"Enabled” (BB ) i Disabled” (B#H) . 1%, #ZH Dell Z#FH M support.dell.com\manuals F ] (Dell Lifecycle Controller /#/#4
) .

Ed & 8utEsis, mikiksrrsave” () FImExit” GEH) LSAHRE, H&EFmsims .

BN RGERS
1% <Enter>, #"No" (F) mi"Yes" (&) .

MkFEUYes” (R) J§, WHEEESave” (R AINExit" GBH) UUNHHKE, £XWHIE Unified Server Configurator £ 15 #§iJH 21 ik 25

"LCD Configuration™ (LCD Configuration)
4 <Enter>, [L/R"LCD Configuration™ (LCD FEB) F3i#. ES LAN S5, # <Esc> &l 3¢,

# 18-2. LCD AIFRME

"LCD Line o <Aiffik>. <Aifik> Mk, 7ERBZ MY,
1" (LCD 17 1)

ZIfets LCD LE BoR BB N F Iz —:
“Ambient Temp" GFEEE) . "Asset Tag” (EFP##L) . "Host Name™ (EHL4) . "iDRAC6 IPv4 Address" (iDRAC6 IPv4 i

4ik) . "iDRAC6 IPv6 Address™ (iDRAC6 IPv6 #ilik) . iDRAC6 MAC Address™" (iDRAC6 MAC #ilik) . "Model Number" (&
£) . "None" (%) . "Service Tag" (JE% L) . "System Power" (RLH&E) . "User-Defined String” (&N EKSE) .

"LCD User- WIHULCD Line 1" (LCD 4F 1) ¥ N"User-Defined String™ (/7€ X FR ) , WA SMALEE LCD ERRAFRF .
Defined String"

LOD PSS | etpst oty 62

"LCD System IHETLCD Line 1" (LCD 47 1) & #A4"System Power" (RATHE) , Mk Watt” (FLHF) 5 BTU/hr, SKiHE LCD LR MT#aiL.
Power Units"
(LCD R&GTHLEH
£

"LCD Ambient WA LCD Line 1" (LCD 47 1) & y""Ambient Temp" (RE|E) . Wik "Celsius™ (FK) " "Fahrenheit” (4K , KifE LCD LERINE
Temp Units" FERAL

(LCD FEgi
(8}

"LCD Error #FSimple™ (fff B 8 SEL (RGHMFHE) .
Display"

A
CLCD SBREI) | sym i o v KA B FIIRMS A2, 75 LCD RSl B

"Simple” (fijfL) 4% U IHEFR P FAFBI

SEL #% R RGEFAF H LR TR

"LCD Remote P Enabled” (BRA)D 5, L& LAAEHIEL KM BRI R 830K KVM.
KVM Indication™
(LCD izf# KVM
7N

"LCD Front T <hifik>. <Afik> S, (g5 Disabled” (B2H) | "View/Modify" (EF/EX) fl"View Only" ((REFE ) ZIaP)#Hk.
Panel Access"

5P BT | yinmoty LD e S U 1.




LAN AFEEE

LAN flj7 /& iDRAC6 &3 Gk, KA root. #% <Enter> LLEJR"LAN User Configuration” (LAN FI'ACE) F3EM. fidE s LAN A1/ E, % <Esc> i&[nl k—/ 3.,

# 18-3. LAN AL E

WE B
AR FED AR A T A B AR I 4 LR RILRSE: esb, AT DL SR ST SR DT AT LSRR SR FI M R SE. MLTHAENE IDRACE AENEHRF] R IR AL I 5525
iDRACG 1% 5 I it AR 55 25 A ELARATE . S AR 55 25 A% TP SE4R LAY IDRACG Sl I iX S AEHR QU ik s o QUARFI kP 5, AR & mT DA g kil
FErhiEE L. WS-MAN 55 IDRACE (Jilif5, JFHJE 1 IDRACE Joik % 4 i 4 LUR T MBI R 40
BRI ARG ENER, 25 (Dell Lifecycle Controller /7 '#5E7) » %3CR4mI ) Dell 35 M il support.dell.com/manuals 375 .
F5hJei HH E S E R AIE M7 A9 iDRACGE MR B4 BB R 25 15 kAT LA I vl 4645 14«
1 J3H NIC
1 J5H IPv4
1 DHCP Jif
1 M DHCP 3kHUHK 4
ORI Gk #2)
1 J\ DHCP 3k DNS Jii5 gt
1 )\ DHCP 3KHX DNS 54
&P Enabled” (B B AsERINME. RSN, WA, WHRITWEE T BRI Dell R4, % Dell £4 L1 iDRAC6 24 H
DHCP H# A TR e s it B SEH
HEAR (... AN Dell RGF A% LARAL T A 2 AR INBERT, iR
1 O ESAS MU E L (DHCP) % 4/584 224 (DNS).
1 RIARC Web RS 2 ucde. BCEIFEM e,
"Account %" Enabled” (BJEH) WHHEH K. £ Disabled" (B8R WA ANK .
Access" (K il
"IPMI LAN #EFAdmIn® CEEER) . "User" () . "Operator” (#MER) Fil"No Access™ (MR .
Privilege™
CIPMI LAN #FR)D
"Account User % <Enter> LA 2 IFEE UG % <Bsc>. BRINH"4 4 root.
Name"
G P 42)
"Enter BENEEL G P IO T . BN RS R R
Password" (i A%
i)
"Confirm EPNEE R ETET . RN T4 5 Enter Password™ (BRI EE) FBUTIA TR, K SRS, oAU Hi A E Y.
Password"
CHiA & TS

HEHRNRINE
/1" Reset to Default” (ERABRIED) ST LU iDRACE BLE IR LA T BOAME. G, el 7 - % BN E S HALE iDRACE, M gl i ZiXhf
fifo

i <Enter> LUEHEIH . REUHM R FELER:

"Resetting to factory defaults will restore remote Non-Vol atile user settings.Continue?" (FE#N T EBRUME ST K WE . REE4LE? )
< "NO' () (B >
< "YES' (&) (4K >

HEFEUYES™ (B) Jik <Enter> 2% iDRAC HHNERIME .

ROAFMHHERA

"System Event Log" ( RAFEMHHZ) EAAUEERGHMEHE (SEL) FEUKERHERER. % <Enter> LLE/R"System Event Log Menu" (R4EAHERR) . 24
SUPEH B4 B R DR BRI B 5 B . SEL EMRFF 512 %5 E.

HAE SEL {58, ik View System Event Log” (EE REBMHHE) i <Enter>. (§] <ffik> aBaha L—% I EE, MH <tG§iks TBHBITF % &
B EE. AL kSl BAER SEL {5 5% <Esc>.

Hiikk SEL, iik$%""Clear System Event Log"” (B RAHEMHE B F) Jfi% <Enter>.

flEH5E SEL 3%, 4% <Esc> kAl E—/M3EH,



iBi iDRAC6 REEARERF

561K IDRACG FLHE MR, 1% <Esc> i iz,

iL#"Save Changes and Exit" ({REFEBIFREY) JiH% <Enter> nLUREH TN,
J#&F# " Discard Changes and Exit"” (HIFE 3fi8 M) Ji1& <Enter> al LLZBE {11 #H k.

#H£"Return to Setup” GEBIHE ) J% <Enter> LU iDRACG flE A .
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H3%

Wi AR

Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 Jg& Fi/ #w

@ [l Managed System BAFRHL - ol it
@ #1 Windows [ 3 5#i 5| § ik 15

@ EV LY

@ £5¢ SNMP SIE f 3 WL il 1

AN BUFTESS iIDRACE, LR WITH RGEA IDRACE i BN AT H U I .

B & Managed System PAIREX bk i 3
£ iDRAC6 WJ LLili3k Uit i ke, 40K Managed System Fit B it & LR R #4114
1. %% managed system software. fi %% % Managed System Software ({1, ii§Zd (Server Administrator /i /'#557) -

2. JBIFHE Microsoft® Windows® 1k £4, I HE"Windows Startup and Recovery Settings™ (Windows J& Zif1 WE B ) 1 HuH %S Windows 9" E3h &7
gle .

3. M EVOH BB BRAEBLR SR .
ZAH AL RACADM JitH BB Bt #E, T ITIT i @ HRf, IFBEALL R4

racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

4. JAH AHIKE T4 E4% Auto Recovery” ( BZIKE) #:EkE N "Reset” (B#) . "Power Off" (3£HL) m"Power Cycle" (XHL)5EIHL) . EEE "Auto
Recovery" (Baik&) it 3, L4l Server Administrator 5% IT Assistant.

HXRUUTHCE "Auto Recovery” ( HEIWRE) iH 85 H, 52 (Server Administrator /1457 ) . EH{RAES I LIRS, "Auto Recovery” ( A3jHKE)
TR E N 60 MEE K. BINKRE N 480 B,

%Y Auto Recovery" (HEIKRE) #1E1¥E N Shutdown™ (KHL) 5"Power Cycle™ (KHl)5HFFHL) i, Wi Managed System jiiist, LU BEAS AT .

# A Windows B3 E# 5| S

T H{RAE IDRAC6 3T Web [FH L, LUORBRRINAEAEN IEH T4F, §7EIZ4T Microsoft Windows Server® 2008 il Windows Server 2003 11 £%f) Managed
System 45" Automatic Reboot™” ( HEIEF 35D %T.

£ Windows 2008 Server $2tH " Automatic Reboot” (HZIE# 5 F) %M

1. 1TJF Windows"Control Panel” (EHBIHER) Al "System™ (RA) Ehr.

2. e g Tasks” (4£%) THI"Advanced System Setting” (R RLRE) "
3. #Hifi"Advanced" (HEZ) ®Wif.

4. {E"Startup and Recovery” (EZRKE) F, HiiSettings” (HE) .

5. HUK%FEAutomatically Restart” ( BZIE$E 1) Hikki.

6. Mili"OK" (BHE) Wik,

£ Windows Server 2003 &5 F] B3 E 1 5] S %5

1. {7JF Windows"Control Panel" (##|E AR ) i "System™ (R4 Elhi.

2. Hdi"Advanced" (HH) @ik,
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3. fE"Startup and Recovery" (F#HRKE) T, Hidi"Settings” (HE) .

4. B B EH R DA,

5. HHUOK™ (B Wik.

&P & #=4

S E SR T TG B R I B B RS (S B AT T B P XS R TS G SRHUS EITHL. SRHLLL Sl B PG HARRERE [PET] A/SH T IEfE) o
APEEIT G FA AL
1R R R L
v B L 2
v b R L 2
v AESE U S S 0 2
VIR R R A
VIR S R A
1 RNSERE WL
1 TURMERTIL 8
1 URTERSE R
b KRR ) L 2
1 ARERER S B TR WL g
LIS 7 SR iR
v R H SRR W s
v R A U O
1 RGUARRE A O A
1RGSR I A

HETE RN P, MBI | SA AL REHO L (SEL) hidst, WRZHAFIRIT Web T4 B LR 00 076 BHHLE (PEF)., I H
BB 0 Bk R (PET SUB TG . W20 PET siirt TMBF26HL R 1ok 1 R A7

WRER ] & F LA A E NPT A (LR 51 S RGD  MPRHT AR

REF & WA EE (PEF)

FERCE T G AP TR AR B E BT, BOE T 6 LA

FEHET Web WATRE PEF

ARG R, WS R IET 6 F L s (PER)".

i RACADM CLI B2E PEF

1. JAH PEF.
I APORTF, AL P4 )% <Enter>:
racadm config -g cfglpm Pef -0 cfglpniPefEnable -i 11
b 1R 1 R0 PEF RGNS /AR 4%
PEF RAIWLUE 1 3] 19 MfH. o AASEETLIRERN 1 (DD 2 0 (O .«
B, ERABAEZRS 5 1 PEF, BALLFMm4:

racadm config -g cfglpm Pef -o cfglpm PefEnable -i 51
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2. T PEF #fF.
EALTRT T, BAUT@4I% <Enter>:
racadm config -g cfglpniPef -o cfglpniPefAction -i 1 <f#fF>
Hrb <ffF> AW TR
10 = BRI
1= KA
12 = EETS SRS
1 3= RUGEHTITRS 3%
Biln, Al PEF REILHT 5 F MRS E, WAL T
racadm config -g cfglpm Pef -o cfglpm PefAction -i 1 2

Hrh 1 & PEF Rl T 2 RHATERGIFH PEF #fk.

BE PET

R web R REEE PET
HRFAEE, W2W R O Y (PET)".

i RACADMCLI B2 E PET

1. ARk,
TP 2R s, BALL R4 Jf% <Enter>:

racadm config -g cfglpniLan -o cfglpnilLanAl ertEnable 1

2. JiH PET.
TEMAPURTE T, @A THIf4, IFERANE MR <Enter>:
| Pv4:racadm config -g cfglpniPet -o cfglpm PetA ertEnable -i 1 1
I Pv6: racadm config -g cfglpniPetlpvé -o cfglpniPetlpvéPetA ertEnable -i 11
Heb 1A 1 RE PET HARR SRS H/AL g
PET HARRIIWLLE 1 2] 4 Z[M—AME. JHHASREETLGRESN 1 (2RAD 50 (B4R .
Bltn, FHHAERS 41 PET, B Fimd:
i Pvd:racadm config -g cfglpniPet -o cfglpmiPetAl ertEnable -i 4 1

i Pv6: racadm config -g cfglpniPetlpv6 -o cfglpm Petlpv6Pet Al ertEnable -i 4 1

3. [fE PET 5k,
FEMAPORTE T, BT @4 if4% <Enter>:
i Pv4:racadm config -g cfglpm Pet -0 cfglpm Pet Al ertDest!|PAddr -i 1 <IPv4 fhhl>
i Pv6: racadm config -g cfglpmi Petlpv6é -o cfglpm PetlPv6Al ertDest|PAddr -i 1<IPv6 fifil>

Je, 10K PET HARZ S, <IPva Hilk> Rl <I Pv6 Hihk> FoRECT G SRR LM B bR 1P Hiik.

4. BLERGATRTIH.
FEAT PRI TN

racadm config -g cfglpniLan -o cf gl pni Pet Communi t yName <#7#>
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Be B T R R

R Web F ) 5 HG B R T ER AR R

ARG, WS EE A IR

f ] RACADM CLI B B 8 F iR 4 4%

1. AR,
FIIF 2R, AL R4 Jf4% <Enter>:

racadm config -g cfglpnmiLan -o cfglpniLanAl ertEnable 1

2. AT
PRI, BN TGS, JERANAGLJE% <Enter> .
racadmconfig -g cfgEnail Alert -o cfgEmail AlertEnable -i 11
BN A O O 7 P e i ER S R e ROV DEEVE S Bt
IR FARR I TR 1 ) 4 2 —AME. BAARRERTUIBE Y 1 (DR 0 (THAD .
B, FRARARG 4 QR TIeE, AL T4

racadm config -g cfgEmail Alert -o cfgEmail AlertEnable -i 4 1

3. BCEATHERE.
TEMAPORTE R, BALL R4 Jf% <Enter>:
racadm config -g cfgEmail Alert -o cf gEmai | Al ert Address -i 1 < FHEfFHEAE>
o 1 AT HARRE], T <8 FHEAEH > R BCT 6 R0 B AR T IR R b
FRLE FE SR WTE SRR MU T 4 ) % <Enter>:
racadm config -g cfgEmil Alert -o cfgEmai | Al ert Qustoneg -i 1 </7&Xf5HE>

b, 1 JoRMUITIBAE HFRER ], < B2 XG> FoR LTI ER BRI B

00 BT R A R
RAC i IBFEHRIAE R VP42 Managed System bk TS0 P Baliot FUGF SR, T 7509 B0 0 o ks UG SR IDRE LR RAC 7ERA%H 1 EBI A3 F HEH 25 0R.

racadmtestemail -i 2

Ed & s e TSRO SMTP Fies T Mk i i 8 ORI, WS L T

MR RAC SNMP FEBFE R 3h Ag

RAC SNMP [aBFE&4RIAE 01T SNMP FEBHITT 25AC B #2l Managed System R4 (1 R4 S 1EHBE .
TR0 A TR RAC ) SNMP B B4R Th 8 .

racadmtesttrap -i 2

L RAC SNMP [EBFERIhBERT, HHfEEMICE T SNMP MEEHHEE. 156 "testtrap™ M "sslkeyupload™ ¥4 i WISk BiX L i H .

FX SNMP KAEH & W 19 &
HAERUTER:
"Renote Access: SNVP Authentication Failure" GEf2iflH: SNVP SiF#)

IR, 1T Assistant £ 3RIGIF#10 get fI set Hfk%F. £ 1T Assistant #, get BI#k£4# = public iii set @4 4MH = private. BRiLHHL T, iDRACE RHL(KH]
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k4 FE public. 4 IT Assistant & i set i&kitf, iDRAC6 fLBI& 4 p SNMP BiiF4ie, KAE kAl #& = public figk.
ﬂ W XA SNMP REEFI A AR

A RACADM T iDRACE A4 Fk.

EAT iIDRACE HIfRAFR, iHELL R4

racadm getconfig -g cfgCobSnnp

TYLHE IDRACE HIfR#FE, WiEAILL R4

racadm config -g cfgQobSnnp -o cf gOobSnnpAgent Communi ty <[k % #>

FAG AT Web ATV /f E iDRAC6 SNMP RHLHA4 57, 5% "Remote Access" (W ) —"Configuration” (RLE) —»"Services” (E%) , Hii"SNMP
Agent” (SNMP fRE) .

NT PRI SNMP BER, DA NREZZ KA A AFR. diT iDRACE R iF—AMAEARR, B AA0 1T Assistant Sk BLEAEIHIAL get Ml set Bk 4 Fk.
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H 3%

%} Managed System BEAT RS Tk i HERR

Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 JgA& Fi/ #w

@ HRe R G e E BT R R
@ RS LRI

@ HE

LIRS [l (SEL

@ AT 3

@ BE ERAGH RS

AN BFIER] IDRACE 25T Web (5, AT 151115t IZ R 5 GE AR A OREHRRR T AR A RIESS

v HEBRERE AR SR O R T IR IR

VO EERCRE R G R E R

1 "IPv6 fEE"

v UEE B RRG BERE

HERRITAE RSk it o 45 7% B AT P IR

VLT 24 Managed System i 2 i s i & Ui — & i 47
1. REGIFHUERZIRHL?
2. WGURIFHL, A RGUEISIEIER . I, B R R

3. WARERHL, IR RSN SRH ?

XTSRS, R BB (55" AA LIRS )

FOU IR BRI RS, HFREENG SR,

BT RSZ L RIRIR

iDRAC6 771t Managed System FIGfEfidT JUFN LR BRAE,  LAEAE LR G0 Bkt e R TR G AT IR

M iDRAC6 #TF Web K51 i i 5§ /E

EAEAEET Web [ FH T RIFETEIRAE, 352 50" AT 55 858 R R AR o

M IDRAC6 CLI L3 # iRz il # 1
i racadm serveraction i & 7L EHLR L LT AL BRAE .
racadm serveraction <f#fE>
LIRR <#RfF> 775 d L I
1 powerdown — X4 Managed System .
1 powerup — #T7F Managed System .
1 powercycle — 7£ Managed System & HCHUG FEFFHLERAE . ERIESAL T35 R R G000 AR ) FRIR AL 5% TSR IS FEAT IF R 40 Hulit
1 powerstatus — RoRREE LTRSS ("ON"E"OFF")

1 hardreset — 7E Managed System FHUTEB (EH5IS) #lE.

BERGRER

"System Summary" ( REME) 7R ET LT RELENE .
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i RGE R ERITRG Rl

Main System Chassis (&40l

Integrated Dell Remote Access Controller 6 - Enterprise

“Properties” (JBH#) .

Main System Chassis (£ &ZH )

%% 20-1 17 20-2 W E RGN

B =

xR 20-1. RERBEFR

EREN B ABRMERR LRSS, Managed System 4174447 iDRACGE i % .

FB L]

VA ARGV

"BIOS Version" (BIOS Jj#) | % BIOS fiZk.
“Service Tag" (JRE#FE) RGBSR ST,
)B4 EHRGE B

"OS Name" (BfERGEHK) RGBT E RS

* 20-2. HHKEF B

FB

L]

"Recovery Action" (¥RE#E)

ALY IDRAC6 Mie B EAT I 2" R G H A I T LU R #:1EZ—: "No Action™ CE#:) . "Hard Reset
HiJ5) #k"Power Cycle” ((HLEHIFHL -

" (BEF ) . "Power Down" (KH]

“Initial Countdown™ (1% it
30

LR RGH R, — HA XML, IDRACE KT IR #R1E .

"Present Countdown" (43 {8
30O

THEOT I S BT, DR AT

Integrated Dell Remote Access Controller 6 Enterprise

7 20-3 it iDRACG6 Enterprise J&lk.

# 20-3. iDRAC6 Enterprise {5 5 ¥ 5

TB B

Name (&) iDRAC6

7 B Integrated Dell Remote Access Controller 6 C Enterprise
H #7817 SR AR A SRR 10 2 1 1]«

H H DD HH:MM:SS:YYYY

"Firmware Version™ ([ #:&4)

iDRAC6 [ A

"Firmware Updated" (FE#E#)

VORI S 16 F0 SR LR R

H H DD HH:MM:SS:YYYY

"Hardware Version” (ERRA)

Remote Access Controller i

“MAC Address" (MAC H#i i)

SRR BRI 2 h AT AT T ] (MAC) bk

IPv4 5 R
¥ 20-4 B8] 1Pv4 1L

% 20-4. IPVA 5 R FR

FB

VW




“Enabled” (BRBH)

"Yes" (&) i"No" (&)

1P 3 ik

FRREHLFIMZE R (NIC) 9 32 fudbht. ZHRM A0 FK, thin 143.166.154.127.
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5. ##%"Virtual Flash Enable” (B RBEEFHA A %6USH vFlash /i K. JBREMNEE 2% SD £ Lalgrm g ManagedStore. IMG A1 ATiE K/ USB
Wi, A2 SD K EFEA L ManagedStore. IMG WU, i f0L A S8 A ARG FH . EAEHT, I BRI,

E4 : “virtual Flash” (IR #EH) GUI T LI ManagedStore.IMG 1 ManagedStore. 1D SC{HE S MRS # Hff R4 L AT W, {878 SD R LA .

6. Hii"Apply Changes” (MHEX) .

A vFlash At~

Ed & “Format” (BRfb) SULAE vFlash A l-RIFFER AT 46, RATERBINEEHAMA, SD R4 fktit.

1. %3F| iDRAC6 Web 7.
2. HRGHPEE System” (RE) .
3. pili VFlash &5+,
WI5oR VFlash BidE.
4. K Virtual Flash Enable™ (Bl R EHiE D k.

5. Hdi"Format” (BR4L) 7 SD F FEIE NS ¥ Hiw4 CfF ManagedStore. IMG. XAt ManagedStore. 1D 476 SD & b %2 I HER A 5 dvl R4 o 5w %
T o

LB ATHE, 255 AR B E R ZER UL AR I BOF R AL oK™ (BB 4kst.

H SACHERE CUE 4 LB L, K R AE"Progress™ (BEEE) 41,

LEREREAR
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1. BRSO 256 MB.
Eq ¥: 2%%0 VFlash Rtk T 256 MB, (HIH LAV 256 MB.
B4 . ESUVHEEE R VEEBAE vFlash A EAPGEE AE SEHR R TR, MU CHTTLUE DOS WS SHAHE, B *.img Xtk T Windows) #K[ Red

Hat® Enterprise Linux® /i) diskboot.img 3 (4T Linux) . diskboot.img 7 Fi T G & 57 2R s 2 I T- A7 W 2% 22 B R BEAE . mT LAGE FH e 0L DA o35 £
A7 AR LTI A5 R LA 2

2. %% iDRAC6 Web Ftfi.
3. fERGM iR System™ (R4) .
4. Huili VFlash &7+,
Bl R VFlash B4,
5. i{fk"Virtual Flash Enable™ (Bl R B HiREH ) L.

6. {E"Virtual Flash Drive" (E#\ N EHWSIEE ) 770, MAME I 12ai e di " Browse™ (RIB) FMEIERGH L.
Hifi"Upload” ( L) .

SRRER, fER R .

Ed & WU REars S 150 WUREEMIEE R K, (HEAREIES. 5 1S0 BHEA IMG BHEBAE IMG BZILL3] S,

BE B NEERAN

"Virtual Flash Key Size" (B NERKD) FHalERRRmXaim R g E.

f§F RACADM EEE VFlash AR £

R BEA VFlash AR+
FTIFRIRSS B A R 65, BRI

racadm cf gRacVirtual cfgVirMedi akeyEnable [ 1 & 0 ]
Horf 1 9, 0 AEEH.

E4 #&: #% cfgRacvirtual RN CIfIERD |, #§2H"cfgRacvirtual.

& #¥: RACADM 14 RA57E vFlash A l-RAEFERAT . i, ¥4 8RR 5 E: "ERROR: Unable to perform the requested operation.” (#fi%: ik 17K
fE. ) "Ensure that a nonCwrite protected SD Card is inserted." (H{R#HA L5 HY ' SD £) .

EBE#% vFlash frfRF
FFFFIRS 209 Telnet/SSH ARG, BRI

racadm vnkey reset

/N b A RACADM 4 E# vFlash Al F&ENFRINANER A 256MB FMIR & HIA B .

ﬂ F: HX vmkey [T, S vmkey". RACADM @4 HAG/E vFlash /MRRAGER A A . EEa+, ¥4 8RS R: "ERROR: Unable to perform the
requested operation." (#fi%: EAE#ITiFRITHIE. ) "Ensure that a SD Card is inserted." (#ff#ffiA SD +) .
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Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 Jg& Fi/ #w

@ TSV YRR TR @ A5

@ hE @ i}

@ A LR @ HE RS

@ RS IEETRE @ HUTIIRZS  H PE  B A

Dell™ PowerEdge™ RGHA 1AL A AN BRIV HITE H . BTG OAREE2E MR8 RGEEH) Mot LI . 4 A0 B O .

INHLJE A L, SRR B AR
VRGBT R A DA B
VW&, S ERARH IR
VOBV BT 2 RGERAAE,  NITRE KU ) 2 R A
PowerEdge REHAEEAIIIAE, LA HIFIE B A IE
1 "Power Inventory and Budgeting” CHEBERBEMABE) « 51 S0, ARG RGOV 50 B R 5 IR
1 "Power Capping" (Bh#HW) « X REGUATII, AR E DD S AT .

1 "Power Monitoring” (RJFEE) : iDRACE X B &R, LABSIED R . iDRACE RAETIFEN LT s IF v ST I . W55, SR /] iDRACG %
+ Web KL "Power Monitoring” CHRIENE) i LEEER.

YR BRURE M ERVR U A B TR
IO LA, HUARIZ E0 SRR R SR SUOThR I, LB TR, T AR

iIDRAC6 i {5 I FEIF ANV 1T AR TE A% AT A2 185 SO DD BRAB/K T, (3 A2 Dy R (1) [ I R B e ek i«

LR
iDRAC6 %:i%4:1i1 PowerEdge %5 #51IFE. iIDRACE il LN Ih& M IF@E HAET Web (741l RACADM CLI #2458 .
1 Rt
RSN AN SNk S
v OEARE
VIR (AERT Web 9 FHE S BB R UR R

T B A0 & B YR

#n{#fi] iDRAC6 #T Web M5l RACADM it 447 41l (CLI) £ PowerEdge A% b BAIN & HsFEH] . Bfkiisk, Wil:
1 ERRGEIEEIRS
Vo FEIRSS AR AT R RAE (BT, ORI, REEB. KAV I
VORGSR R A R LS B R T E
v PETREC LSS 5 R TS R

BHE BRERERBITRE

"Power Supplies” (HRIRBE) TR S & b B2 B iR s & RS A AE i

FRET Web RIAE

A IR R IZ TR :
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1. %H3F iDRAC6 T Web [fi5Hifi.
2. HHALH I Power Supplies” (R¥E¥ %) . "Power Supplies” (MR &) TERARMFIIEE:
1 "Power Supplies Redundancy Status” (BE#&TL&RE) « ThEN:
o "Full" (5B4) : WHE PS1 A PS2 AR, HIYIER TIE.
o "Lost" (LK) : WIFEE PSL M PS2 MARBIAR, s irh— & MR &R AN . AAEEITRT.
o "Disabled" (T#H) « Wia R E D &I IMEM . REETTRTE.
1 "Individual Power Supply Elements"” (& BIER& LML) WhHEEA:

o "Status" (RFE) WRWF:
1 "OK" (RIF) Fom RS AF1E HLIETE S5 R 55 el fs
1 "Warning™ (B ) R JUR B B OF HL e B B R IR IERS M. S0 SRV AT SR TE R B, 8 T A i R 55 25 e BE T R 7 S R
1 "Severe" (JRE) R CEDRM AR ER . SRS LRSS 8 LR AT IR0, AT RIRI IE .

o "Location" (ALE) SRMIEELFR: PS-n, Hrb n RIS S .

o “Type" (K& ) B/RHEIHEFNZER, il AC Bt DC (AC £ DC 5 DC & DC HEHH) .

o "Input Wattage" (#rAZh%) SRBIHEEAIMALIE, HoNRG B ERIR T LR AC B 7E.

o "Maximum Wattage™ (B AI)IF) SR iR B & BT, ARG ER A tEO T0 8 IR 2 52 Lt RS FLAE A

o "Online Status™ CBRHLARA) Fm IR BLa 1 URRAS . AFTERNR AR, SIS . AAELE ST s

o "FW Version" (FW ARA) o HVE & 0 [ AF A

Ed % B TOmgsnser, SERAFESMAIERE. flin, nROHEE&0%EN 89%, BAIIFENN 717W, THMATHEML) 797W.

£/ RACADM
{7973 iDRAC () Telnet/SSH SUALE NI &, HIIFHA:

racadm getconfig -g cfgServer Power

HERERE

fIi55 %45 Power Budget Information™ CHJRHEAR B T IRGLARIET R M BIRTSDRSM .

£ web R

ﬂ e ERATRIEEERE, SLIUE Administrative™ CEHED R,

1. 3% iDRAC6 T Web M7,
2. #ii"Power Management" (HJREHE) wLuif.
3. #%$%"Power Budget” (HIFHE) Lo,

4.

e

4 iR Power Budget Information” CEBEFERR) il.

S — e i R AT A GERC L) 4 5 T A e TR EL ) i /N KBRS B FOR I BUE R N R LR AC IR . — Bk, b B FROKE Y R G AT CELAE SR b O k. AC I

e
*Minimum Potential Power Consumption™ (Et/MEFETIFE) 57w 1 il 16 2 f B IR P s

"Maximum Potential Power Consumption" (B R¥FETIHE) TR T4 (K5 R T I . OB U2 2 T R GEC L 10 4R e R ThRE o

£ RACADM

$1HF%) iDRAC 1) Telnet/SSH A&, BRI



racadm getconfig -g cf gServer Povwer

E4 #: #% cfgServerPower [ (LUiE4ithiEt) . 2" cfgServerPower”.

R IR T 5 R AL

WA P RIS BRI AT B0 ARG Dy TR R SEVERE 2 sh AT B LUR FF DD FEEIE 1R e B, AEVEREBESE IR AT, TAR S BRIN SE PR D R T AR, AT A& J0 7 M L 1
fB.

WA T IR UL " Enabled™” (BURAD , RGUEIRBIHAT R SR . RSB E T IR BB, RAN BB DR Fll, f5E RGRE K BOGRTEDFEN
700W, f/EEDIRE Ny S500W. B AT H& s AS IR TS B, H53L 650W (IR IRE 525W. Hilt, REMEREK SIS LLRIFIIRE, WA 1 e 525W 1M
fHo

HERET Web WAE

1. %3t¥| iDRAC6 T Web (¥ 5.
2. #idi"Power Management” (¥ EEHE) %W £.
3. #fE"Power Budget” (HJRFIH) ik1i. 455" Power Budget Information" ( EJFTHMEAS H) 7.

4. fE"Power Budget Threshold” CRIETRFBME) &P ALNILRE . BTU//NS BT 40 LM AL AR . G5 RE LA PLAS . BTU//INIS g S0 () DR sER TS R PR A o SRS A
SE RLET R LN B IMEL, 0K N oK SR/ E DIAE I IR T ) Lo B0, 100% BRI F R BOIEETIRE, 1 0% FoRdi/NEIEDIKE.

Ei X BEBST R BRI SR T BN TET R

5. iEHh"Enabled” (M) LUSFIMME, st FFRES. g Enabled” (BEM)  REMIRHIHTH R 0 REERMEED, RGN A LILF R RE.

6. #ii"Apply Changes” (RAEX) .

{#FH RACADM
racadm config -g cfgServer Power -o cf gServer Power CapWat t s <Zj R 4 I 4 (E>
racadm config -g cfgServerPower -o cfgServer Power CapBTUnhr <Zj#[R#i BTU /DT>

racadm config -g cfgServerPower -0 - cfgServerPower CapPercent <IhZ[R%EiE /g >

Ed 3 w0 BB BE DL BTU/NI AL, S ORE W N B BT MO . TERTIEIRLA BTU//NIE Ay W U R FORRREA A BTUZNI I 7 f 7 2R
Bk, BEES R SERAEARE, $li1, 600 BTU//NMSHBIEK N 601 BTU//M .

HERELEE

fEH Web 71

LA L A A
1. ¥3xt%| iDRAC6 Web .

2. EFZRGH I Power Monitoring™ CEEIEMH) . 14 575" "Power Monitoring™ (HJEIHE) 7.

"Power Monitoring" (EEEME) vl FRAHE SR

B YR M 9%
1 “Status” CRF) : "OK™ (REF) RRHIHEAAIEIFIEESREHSER, "Warning” (B8) RRDORHEEER, "Severe” (JBE) FRC R H B,
1 "Probe Name" (& &) : REMAGLN. SRR WIHIN 8 E R G H HALE 2 3% .

1 "Reading” GEED . Hih#E, LAIUR/BTU/N R,
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Amperage (%3¥)
1 “"Location” (RrE) S/RMIHERELHK: PS-n, o n NHERERS

1 “Reading”™ GE¥) : Haiuhke, LR

Power Tracking Statistics (Zh% RESZE TH08)
ﬂ YR B I R S ) T S o AR 2 O 0 ) S 0 2 B A A i, AL 0 G B ) 50 8 552 B A 224 i i

1 UCumulative™ CRH) T ACHVR B A4 S BEAF B IR 55 25 00 400 R HRERE . SLE AT RN o, HFRRRGTAL A AL R RIME. T LRI "Reset
Cumulative” (E#®& &) 4, Tk,

1 "Max Peak Amps" (B RMAE 22 ) 451 4R 24 5T I6) AT 5 1) b 0 P B v FLIAE A . 57T LU " Reset Max Peaks" (BB KMME) 4], kIl
1 “"Max Peak Watts" (8K MAEFLE) 45 TF46H1 247 i 17 T 2 [ Beh P9 10 s e D26 4. ST LA "Reset Max Peaks™ (BB K WAE) 3l # ki,

1 UStart Time™ (FFERRF D SR BV bR RGAEREQLIFFF LRI YA 32 B ). % T "Cumulative™ (&) , & L] "Reset Cumulative™ (E# R
) B VLA, (H ARG R IR (I O R . X T "Max Peak Amps" (BRI 22 35) Mi"Max Peak Watts™ (BAMMERE) . &7 LA E]"Reset
Max Peaks" (BEBUH K WEAE) 24 UM, (1 R0 VLl HH L b 5 0 e J0A (R 5 5L

1 "Cumulative™ () 1"Finish Time™ (58ERIF [ S/Ril 5 RGEALFEN 1124917 HIAE A . %F"Max Peak Amps" (B RKME %) FI"Max Peak Watts" (K
MefEFLHD . “Finish Time™ CSERIFAD 7 BUR s LKL I fr i 1] o

B4 i OhEERS ORI RS T E N RRE AL, B S RMTT I RIS G A 52D . "Reset Max Peaks™ (B ERKMAE) Al SN FEREENE. £ F 4%
o, DFEBURTE RGEE BN AR RARIEAAE, T AE RS i 2 RO E . R AR N BB G —238h 87— ML BERAERD PR THME . A B TF 4R 3 58
I 5] [ 8% T A 2 A BRER SE T A (RGN [, DAV AL D) A R R AEL O e K DR FTREA T AT

Power Consumption (Zh#%)
v OSRORRGE By b/ WEICRI P RN IR
1 "Average Power Consumption” CPFINHE) « fi—2r8h. G—/Nf. BERALJE AR 1E.
1 "Max and Min Power Consumption™ (I RDFERIE/NDIRE) « s Bl 1) ] B P 11 50 e R A b/ T ke

1 "Max and Min Time" (i RAU/NS D = I R NDFERS A ]

"Headroom" (&)
"System Instantaneous Headroom" (FRZul# (4D Lo i i1 & vl i I 5 R0 2 A DIREZ A (1) 22400

“System Peak Headroom" (RZiW{E ) B & nl F i 5 R G Dhat 2 6] i) 2 4.

"Show Graph" (ERE®)

BRI AT TR b /N 2 LU AR AN 2RO AT Y IDRACE T f LAV FE I . i mr () B B R i) R, s i bR i s g vt ol o

Ed i B ELmIis s AR 5 bk T Rk, S PR AT A TE R SR D A B R 0 B«

AT FR5 s oL PR 2 ) B A

ﬂ ¥ EHATHIESIEERE, ©4iE4"Chassis Control Administrator” (HLABRIE ) BUE.

iDRAC6 f 4 RERS I BT 2 RS BERAE, W PRl

£/ Web #H

1. %33%| iDRAC6 Web Fiiii.
2. #id"Power Management” (H¥E&FI) kUi, BHEIHP " Power Control" (RS 5.

3. A AT LA R YRR o R A e T
o “Power On System" CITFFRG A TIPS E BIR (R TR S 2% oo IR 4 IR o IR ARSI C AT, WNZ IRt



o "Power Off System" (RERY RIEK) W RMMS 2RI, WRAGHRITOLEKM, WZIETHAEEH .
o "NMI (Non-Masking Interrupt)” (NMI [JeBF#E BT % NMI JE4 SERGHIHL

o "Graceful Shutdown" (E#XH) W KM R5%.

o "Reset System" (E®RFRH) Rl WHEEREM AW A MRAGHIFEDLRM, NIZETHE .

o "Power Cycle System" (RZEXHLEEIFHL) 4519 ACHREEHLI SRS, WRAGRFCLCH, WZILHEE
4. Hili"Apply" (A o 2SR ZRIAHTE.

5. HETOK™ (HisE) HATEFTER IRE M (B, FHRZGHER .

fffH RACADM
FITFFIRS 210 Telnet/SSH ARG, Bk
racadm serveraction <#f{F>

b <dRAE> AIFHL. SRHL KRBV T, B B ek F R ot o
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Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 JgA& Fi/ #w

@ 4%t iIDRACE 55 (1) 43 3

@ (] SSL MR PR IDRACG i %4
@ ({1l Secure Shell (SSH)

@ Ry

@ pHET IDRACE 724 %1

iDRAC6 #R 4t LL 4 4 R4 Ty e«
1 EPXY IDRACE A HT B ) 4 2 Aig 19T
1 "Console Redirection disable" (% H5E [[ZAM) LI ARG P el (] IDRACE £ & 858 [ DI A 2 & g 17
v ARIBEC E AR Th A FE IDRACE A HE I fiEBE AT FEILAE ] IDRACE ML :

o BIOS POST option-ROM

o 1#{EA% (ERlAH RACADM il Dell™ OpenManage™ Server Administrator 2 )

1 RACADM CLI FI3F Web (f5Hi#E, SFF 128 frfl 40 60 CHF ARV 128 SUm# M EFR/MX) SSL I HA
E4 : Telnet Rtk sSL k.

1 BT Web (SRS Racadm CLI #EAT 215N ECE (AR A4
vOATEE P S CZEARE R T

1 Secure Shell (SSH) , JLATTI I 4 = SC B S ) 2 4 0R 47

VRS P MR RS RIGPR ], FE L L PR PR K B % 1P Mk (R B %

1 JEPER] IDRACE 0% /(AT IR 1P Hiuh

&% iDRAC6 & H 57 K& 4%k .

#FH iDRAC6 AHAIE

EHLGITT LML iIDRAC6 B b (GUI) #4% "Remote Access" GaF2{ ) —'"Configuration” (FEE) —"Services" (J%) KEEHAMEE. ik "Disable the
iDRAC Local Configuration using option ROM" ({# option ROM 2t/ iDRAC AHIEE & ) SiLiE)/5, IDRACE fic & A HIFEF—1E AL 5| S04 <Ctrl+E> il —bL Hik
WIEAT, BiibAH A ECE W% . & %P Disable the iDRAC Local Configuration using RACADM" (] RACADM /] iDRAC FHuft B ) Sikte/5, A Ak
i#id RACADM A2 = Dell OpenManage Server Administrator fit & iDRAC6, U iXSefe 4l s e & i H .

R DY AT LU A BRI S T ANIE . B TIE 3T Web (9SS T4, ELDI AT AT Al RACADM iy 4047«

REEH IS HIMEER A EE
JET)fiEZET Managed System JI/fE RG] G WIMACE iDRACE [15E7) .
racadm config -g cfgRacTuning -o

cf gRacTuneCtr| EConfi gDi sabl e 1

4 #: 1% iDRACE FLE AR LCRIEST. BT AFILMRA, WA Dell ScHF support.dell.com Ly BIOS H #1714 BIOS.

MAH RACADM %t Fl A At 8
WIhfEEH Managed System JJ{#i}fi4ih RACADM 5k Dell OpenManage Server Administrator 2 fl#2/F i iDRAC6 [fit
racadm config -g cfgRacTuni ng -o cf gRacTuneLocal Confi gDi sabl e 1

Adve BRTh AR KBRS T AP WA RERE iDRACE AR, GFEHTERERANER. Dell Byt MM FXLEThi, HFEMBE—KALH - &0 U IE—
TFREFEBERTR .

ﬂ FE: 3 Dell XHM support.dell.com X4/ DRAC #1241 fil B FIVEFE AL KVM [ 5T v .
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RS EE BT M HI A RACADM iy 4 15 B A G B R 10, 4810 T 22 425 A, o LW b IDRACG 45T Web [ Ffi sl Ay 447 Stk . cf gRacTuneLocal Conf i gDi sabl e i
TE RGN A S BB S RIHE RGBS N . #:4E R LU Microsoft® Windows Server® % Enterprise Linux 0] U&7 A4 RACADM fir 4 Hfl R 45, si# A
Kiz1T Dell OpenManage Deployment Toolkit At RACADM #ir4 (] Microsoft Windows® i85k vmlinux (175 PRSI R 4.

AURE LT RET AT EL YA AL L o B, R4 2 AN DY RILIR 55 AR L AR VS ) BER O KR bl SR TRAED IR S5 2R A R R B O T RERS 5 BLEAE V) ) B O ERUR . FIRE, HRA
BATE F R Ge e I 22 SEBR i 2 IR 55 25— T DADHT 51 5 RGEIF U i) SRS GR97 K) BIOS—{EE AR RENS T BLZERR VT i) B . PEXXREMONG IR, 8 U 1) 2 46 5 1 B3 0 A S A8 AL B2

EEARACAE, H TR A B 2 K R A A b B AL PR— (L5 T 1 iDRACE A ERIAMC 108 3 — BT DA i% I 7 6 SRR A T e 151, L — R 100 B2 — U A T — e I LA S — T
REFE SRR . Hilln, WS R O FTE A iDRAC6 H /M9 H A o ¥ Microsoft Active Directory® H3% 45/ %5% iDRAC6, Il Active Directory JilF 3l 4 byt J 23

LR, L GO T AR R VR, SR ER OY AR A ARG B R AE CAT DA EHLRCEL P (DHCP) IR #5919 2% 0 iDRACE il 1P suhik, 1l DHCP IR 5% % bl 5 K5 1%
iDRAC6 IP Hifik syt (4% F 10 53— AN e, MBS LIt R 2450 DRAC [l SNERE, R HE SUEIT A7 EE R I 1 E OB L.

2 iDRACG6 ZREERL KVM

AT LTS ] IDRACE it KVM, AL PR R G0 E TR T — ARG 2 A U], By kAl A @I i3] & S [ B A 27 A Oy TR LThAE, L AUE RS 4% b
¥ IDRAC 25 sl rF o A HLDA AT DT LU R iy & 45 TIEFE vKVM:

racadm Local ConRedi rDi sable 1
#i74 LocalConRedirDisable 7EiiZ4 1 JATH LEHIBLA MIER VKVM £ d 1

BT S AN R, a4 HA AL RACADM T, AFHE S AT LATE SCHF RACADM [ (E R4 Tt dr 4, 4% Microsoft Windows Server 2003 fil SUSE
Linux Enterprise Server 10. fT & E8N R EF 5 TR R REA 2, 458 R ST IMEE S A4 BEE58 R vKvM. i LME 240 0 ki H.

racadm Local ConRedi r Di sabl e 0

AURE LT RET ZE45T] iDRACG SZFE VKVM, B, P ELDY AT REA A SRS IDRACGE T # A% LICE Y BIOS ¥, fEXFNEHL T LLEIL T Local ConRedi rDi sabl e fir 47t
FRYTTHLERIAAEFE T VKVM. T BRI A SRR B O3 B0 R0 8 1 SO A VKVM SR mn 22 4, ZESXRM S B0 R T LU P B 3 43147 Local ConRedi r Di sabl e fir sk
.

ﬁ ¥E:  HZ0 Dell SLHFMG support.dell.com 455548/ DRAC H G4l fi & FITFZEERL KVM (1 1R B T fRvEss o

1R GRMAMVER, 1520 technet2.microsoft.com/windowsserver/en/library/31340f46-b3e5-4371-bbb9-6a73e4c63b621033.mspX.

fEF SSL MEFIEHRIE iDRACG BE&R4E
A/NYTHRHESS T IDRACG HELEE Y AR B 2 At T eI ..

VAR (SSD)”

1 CIEBZEATR (CSR)”

Uil SSL RSt

1 UAERUGE S AR

ZEEBRFER (SSL)

iDRAC6 Ui Web Jli% %%, JHidAtE Web M55 88 Tl AT W ARAER SSL %A PHYA/E Internet FARRIINE S . BT ASLHHAMANBEPMFEHARWEN SSL RS ZHZIHEA,
TR A RS 8% 2 A SR AL IO AN (3@ A5 BABT 1L 4% A B3 T o

Ji SSL [ #%::
VR SSLHI% T 1 5
v RRVFR U RS B E 1 £
v ORRVFRA RGN
SehnE SRR AL R B . IDRACS ] 128 fi SSL hnabsdl, XL Internet JYE 8 iR 2 Ay 5.

iDRAC6 Web fli% 4% Dell H% SSL #FiE15 (Server ID). Zififf Internet L4, 1§17 iDRAC6 #2ZIHRAMF LT 41K (CSR) KHE#H: Web 54§ SSL i

5o

IEHZLZER (CSR)

CSR ZFAMENLI (CA) #R %2 RSB R B TR 2RSSR L Z R R A S, JF IR S IZ R R GG EA RS R LTS B DRAC f%24, MmaleE
WA CSR, # CSR 4% CA, A5 LM CA REIFIES.

WAL 1T AP T Al s pk, T2 mbrfE Ol S Pk . SR e S22 il Bl Thwate A1 VeriSign #15 CA. CA REIfEH) CSR J5, H4%f CSR *h & HIfE BT
KA REIE. WARREHTTE CA K AabiifE, CA I HiFEMAIME, DMELEE MR Internet {74 5 M ME—FRIRZ H1E# .



CA it CSR I RIBIE IS, ELAUIE A IDRAC6 [ . fEfh7E IDRACE [y CSR {5 B AU E 45 L & (115 BITAL.

Y| SSL EEH

1. BIFRGMIHili"Remote Access™ GEREV ) .

2. #ii"Configuration" (FE) &%, A5%d SSL.
il SSL EFHE (ifZH K 23-1) W CSR, LIS EAET, SAFRIWA M SHET. CSR {5 E/F441E IDRACE [Hffrh. % 23-2 $iW T SSL JUL i Hifdl.

® 23-1. SSL ¥R

T B L]

£ RIE#ELER (CSR) HilitNext” CF—#) 1L, WRIEMR CSR Rik4: CA LLR%Z4 Web iEd.

"Upload Server Certificate” ( LBBFIE | Hili"Next” (F—25) , EHEARIA QI ERIFARZH iIDRACE i,
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1. JBIFRZ M4 Remote Access” CZREW H) .
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{4/l RACADM #£/f] iDRAC A HBIL i RACADM %5/ iDRAC ARG .
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"Print" (3TH!) FTEPServices"” (J%D Ti.
"Refresh™ (RI#) g Services” (JRE) 7.

"Apply Changes" (MBS | MHl"Services" (%) TkH.

BRHE IDRAC6 %4k
EP LRI ZFE RS, IDRACE H4t T LU T ohiik:
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1 HFTEREE R A cfgRacTunelpRangeAddr fE. Bhithhkftg 32 f7 3t il {E LK HERD oy 10T IR A AR B %

1P [ 2
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racadm config -g cfgRacTuni ng -o cfgRacTunel pBl kFai | Wndows 60
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#E L]
“Enabled” (TR | HAIZH ARG, FpIs, i E 8 RGN R,

£ 4-26. R FIRE

i3 L8
"Print" (3TH!) FTE)Services"” (HR%D 7.
"Refresh™ (RI#) Fil#Services” (JRE) 7.

"Apply Changes" (MAE®) | Mfi"Services™ (%) TikHE.

E ¥ iDRAC6 EMH/REGMEKE ML

ﬂ e W iDRACG [ fFHEURIR (R iDRACG [ ST HEEAE se AT B b T, WAl fig & kB » MIFTLAE)T] iDRAC6 Web FHTiiTk% iDRAC6.

Ed 3 SO, A E PR Y IDRACE . EEFHLRA, WLLEHET L IDRACE FCE AT BIMIL. WAL RIE B E AT BIMEL, 2 4UER iDRACG fLE A MR
JHC B9 4 o

1. 4TJF iDRAC6 T Web ()5} & Bl fe R 4.
2. Huli"Remote Access” (BB ) . AR Hili"Update” (BH) ki k.

3. #"Upload/Rollback (Step 1 of 3)" ( ER/E& [# 1, 3£ 3D i+, #di"Browse” (M K) , =AM support.dell.com FHMEMBAL R AL R S W E
QLT

Ei ;. wiRisfF Firefox, LANRA &R Firmware Image” (EAFBRB) FEb.
il
C:\ Updat es\ V1. O\ <Mf& £ #>.
%
\\ 192. 168. 1. 10\ Updat es\ V1. O\ <H{% & k>

BRI R 52 firmimg.dé.

4. #iE"Upload” ( k&) .
SRS 4] IDRACE. SeRkid R il EFE 2 Lo
TEZIFRTERRZ AT, RS
“File upload in progress..." C(IEfEL#ICfE. .. )
5. fE£"Status (page 2 of 3)" (R&E [ 2 |, 3£ 3 WD W b, EHEF EEROMGZ ST IIRIES B

VRGO R EEOREIL T AR A, A RORWUESCIE AR R A R O S AN R A

%



7.

8.

VO WURMMR B R LR, BRI R A, K RS MRS B, 1 L HK IR [F1 5] Upload/Rollback (Step 1 of 3)" ( LR/EE [ 135, & 33D W,
s 2R ICE B iIDRACE s 'Cancel” (BUH) # IDRAC6 N IEH T .

FEM PRI S [ "Preserve Configuration” (REIRE) wLULH I BGERIG IDRACG BLE . BRIMEH F ikttt 5.

Ei % WnFmsitsE Preserve Configuration” (fREME) ikHE, iDRACE KL IAKE. EIRINMES, LAN CRM. H K RAE%RE iDRACE Web 4
fii. %wZifE BIOS FFHLEK WAL IDRACE ML A FIRLF S E LAN BH.

#iditUpdate™ (EH) TR HILHE.

fE"Updating (Step 3 of 3)" (IEEEH [F 3 &, 3£ 3 D i, KWAEIEHRE. EHELLIT) R, f9R1E Progress™ (BE8) 5.
Eq e LT, MR, SR S Gl

DR E R, iIDRACE Ff H S B, W5E P 2 RT3 B ES 6 1, FEBE AT A A T 1 B e B IDRACE. IR BLET IR, K S s A B R

G R ARG S5 WS SR R /R K R A RER A A5 S

iDRACG6 [& #: B

iDRAC6 FLA7 {2 B G A [F) e 75 AP TIN5 1 A 5 3 T 30 s 5 11 I AR o

#7797 iDRAC6 %5 Web [ i B g Bt fE R 4.

Hifi"System™ (&%) —"Remote Access™ GERVI|) , AJFHdi"Update” (BEH) #mik.

fE"Upload/Rollback (Step 1 of 3)" ( b8 /H¥ [5 1, 3 35D 1h, #ifi"Rollback” (E¥) . "Status (Step 2 of 3)" (RE [F 2P, ¥ 35D
TS 2 T R AN [ T A R A o

{#iffl"Preserve Configuration” (fREFRE) o LLUEFFMRPSEFRILA IDRACE Bl . ZRINTEIL T Sk IE .

E4 . wnRIiLSE Preserve Configuration” (SREME) SiLHE, IDRACE KL ERNIINLE. FIIVLEF, LAN CBM. EKFMREERS IDRACE Web
. RAiHE BIOS JRHLE KN iDRACE U AMRFEMM racadm fird (TEMS# Al G SHACE LAN B H.

Hfi"Update™ (BEH) JTaE (T HEHTdfE

fi"Updating (Step 3 of 3)" (EEEH [ 3 &, 3t 3 HD 10h, HHEFFRRMERE . WA LlieE, 2R Progress™ (BB 5.
Eq = ACTERBLAN, MR, SRR SR AT

R FEHT ), IDRACE K FI AN T B, WGP i Y28 6 11, PR FTDRT ) 3 Ve 88 07 1 HERE B IDRACE. WL 3%, A SR MIRIAS IR S


file:///E:/Software/smdrac3/idrac/idrac12mono/cs/ug/index.htm

E% iDRAC6 it E

Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 JgZA& Fi/ #w

% LA

fid# iDRAC6 LLifiit SSH/Telnet Jztfe A H 47 4t
AL H TR IDRACE

AT G R DB-O B VA i i A 4t th 48

ifi 4l /il RACADM

RACADM %

JEHIAIAE ] RACADM 62 2 fig
FiE 24~ iDRAC6 $2 i

fii # Management Station % i FLER
B 7 AT A S £ i 5
i iDRACG %14

LI KT A2 A

L M4 i iDRACE

AP K IDRACG TLERIE R, MEF HL 6 M R U BRI A DU I Ee Ay SRR R 22 5 22 11 52 X IDRACE PRI P AT el

W& T

M 5ERK iIDRACE BEMFA AT IIEEA AN B . A SCVERT, 172" IDRACE [REA 24"

LB iDRAC6 LLi@id SSH/Telnet EAE & /7% H
T LUB AT LA R B3R, v fE B AT R & 2 M fid . iDRACG:

B, BCE BIOS LLJEH B A8 & EE )
1. ATHFEREHHE RS

2. BEITHIERNLHE <F2>.

<F2> = System Setup (<F2> = A% #H)
3. [ FESIFEIL % <Enter> %% "Serial Communication” (BTEE) .

4. W F¥%E"Serial Communication” (EATERE) Fieikii:

HATIAE. . i OOVR AT HE AT
Ed & ETLUSHTEEREAEE COML BFEEMAI, NERTHIbIEFBP0HE T4 2 WEN coml.

AT DML, L BT 1 = conl, HTHA 2 = conR
AN EATIERR. L AT L

LR L. 115200

TEFLZHAA. L L vt 100/ vt 220

IR EER. ... BRA

KI5, #%FE"Save Changes” (REEK) .

5. 1% <Esc> BUIRGREMS, e AR N ERFALE.

LB iDRAC6 BELIJZH SSH/Telnet

PRk, K IDRAC6 %, LUHM SSH/Telnet, ifiiXi#id RACADM & iDRAC6 Web Ftifisi.
L E iDRACE % LAl RACADM Jiffl SSH/Telnet, ifi&frbh Find:

racadmconfig -g cfgSerial -o cfgSerial Tel netEnable 1

racadmconfig -g cfgSerial -o cfgSerial SshEnable 1
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fst T LA RHE]T RACADM 74, 12 " i (i H] RACADM" .

HENLE IDRAC6 % LY iDRACE Web S5l SSH/Telnet, kAT AR 8-

1. RIFRZ# )i "Remote Access” (ZEW ) -
2. Hii"Configuration™ (EEE) #Wi, 4)FHdiServices” (k%) -
3. {£ SSH mk Telnet &4 Fik#% "Enabled” (BEH) -

4. #Hi"Apply Changes” (MRAEX) .

Tl Telnet 5 SSH %H:%| IDRAC6.

Bl Telnet B SSH BEICAE#H &

it Management Station i Telnet Bk SSH %% iDRAC6 i, W LL#f Telnet/SSH 14 connect com2 i il Managed System CA# G . — KA LHF—14
console com2 % /¥

5] Managed System SCA#E G, 14T iDRAC6 A HURfF Gllid Telnet 5 SSH £xif ) JFHEEA:
consol e con2

consol e -h con® 4 /s A R H AL A\ BOR 1 ER AT 3 1 RHT 519 56 AT D3 ST SRR X I Y 7

T SRAC RN X AERIN CLAR ) K/ 8192 ANF4F. AT LA BLF i 446 s A0k B 9 T8 /N«

racadm config -g cfgSerial -o cfgSerial H storySize <#{%>

FECE Linux 65| W AT M 6w m, SR EE Linux ££5] 501 BT & 3] & e .

EH Telnet ##Hl &
£/ Microsoft® Windows® XP B, Windows 2003 247 Telnet

% Management Station iZ/7 Windows XP 5, Windows 2003, "#££7E iDRAC6E Telnet £xif il #5451 il B AT BE R B iR 8 3, B [l 7R 0 HL 3 T 3R A AR
.

R YIS, 1 Microsoft SCRMES support.microsoft.com FEMMEMET 824810. i Microsoft MIiHE L # 824810 1A KiEf.

£/ Windows 2000 &47 Telnet

W Management Station 217 Windows 2000, MIGikididis <F2> @i BIOS . Lkt f, 2 HAT I Microsoft %% F# Windows Services for UNIX®
3.5 ) Telnet % /0. #% www.microsoft.com/downloads/ #1%4% “Windows Services for UNIX 3.5".

A Telnet #fl A EEMEMH Microsoft Telnet

¥ 5 VT100/VT220 131 BIOS il G HiE )5, Microsoft #:f /% LIUFTLE Telnet %13 i fiEAN 2 IEH % BIOS W hi#E. WURIMPLILFE, w L@ BIOS
P& HE A ECN ANSI SRR IR R, e BIOS WM HUTILAEE, £ Console Redirection™ (##l & EE[H) —"Remote Terminal Type" (GERL&#
XM - ANSI.

B4 3 fEREEZ Y VTL00 P5RE DN, 0 SR T R A R 6 D SR TR 25 1T x 80 SILABRSCAIER Sors T, A7 ORI R A £ ALY

1. fE"Windows Component Services" (Windows A R% ) T /aA Telnet.

2. #%$#%% Management Station 7] iDRAC6.
AL PR, AL T@H4IH% <Enter>:
tel net <IP #lihlt>: <ii 15>

o 1P EhEE IDRACE 1 1P SbhE, 155 11552 Telnet 5t 5059 AR A #ID o

A Telnet £3EEE Backspace #



HR4E telnet /AR, {£H <Backspace> ##n[RES P ELIETRIMEE K. Hl, SiEaTRELEIN Ah. ANk, KZE Microsoft f Linux Telnet %/ i o fic & v
<Backspace> fi.

HEWLE Microsoft Telnet %/ uiifdi i} <Backspace> ##:

1. AR E D (EREZD .

2. WMENMEIZIT Telnet £iE, WHEA:
tel net

WRIZAT Telnet 2xif, Ni% <Ctrl><]>.

3. EHURTE R
set bsasdel
RYGH R L RS R
Backspace will be sent as del ete. (Backspace 2ffA Delete Ki%. )

ZERLE Linux Telnet ififfifl <Backspace> :

1. TP PRI I
stty erase “h

2. fERORTE T

tel net

£ Secure Shell (SSH)

PREF RGBT B2 AR AR RN, RN RV B SRR A G o WX B, k55 B SR AR, SX A AT FHI (CL) e B AR e T i it 22 4

Secure Shell (SSH) &—AM&472iE, BA YL Telnet 2iEMIFATIAE, Nl AtEE H. IDRACE SCH A HMIGIETIAEN SSH A 2. 23&aiHHi IDRACE L, 2
iDRAC6 )5/l SSH.

7E Management Station FEERILA#ER] PuTTY il LA OpenSSH %43 Managed System [ iDRAC6. 1S7E% it fec i BUAS R, SSH % it 4k th— ki . s
SO 7% 3, A% IDRAC6 &1l

ﬂ JE: enSSH MiZM Windows Lf# VT100 3k ANSI £ SR 7 igqT. € Windows @4 /R ALIEIT OpenSSH A&13 2|5 i shfe (R, 43S Am I AR BT
ERE .

TEAEFTINZ], HSCRFIUAS SSH 2xiffi. it th cf gSsnMyt Sshi dl eTi neout J@tEd%Ei, 41" iDRACE Jm PE A AL A0 Goe L hfrid .

ZAE IDRAC6 [JHH SSH, #A:

racadmconfig -g cfgSerial -o cfgSerial SshEnable 1

FH SSH Wi,

racadm config -g cfgRacTuning -o cf gRacTuneSshPort </ 715>

% cfgSeri al SshEnabl e fil cf gRacTuneSshPort JEIEIITEN, 25" IDRACGE Ji I ¥ e e 5 L.

iDRAC6 SSH SCBLSCHF 2 s i, W14 5-1 dffiR.

# 5-1. MERR

MARE | g
AEXIFRINE | Diffie-Hellman DSA/DSS 512-1024 (i) fi/NIST #ii
xRN

AES256-CBC
RIJNDAEL256-CBC
AES192-CBC
RIJNDAEL192-CBC
AES128-CBC
RIJNDAEL128-CBC
BLOWFISH-128-CBC
3DES-192-CBC
ARCFOUR-128
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5B se st 1 HMAC-SHA1-160
1 HMAC-SHA1-96
1 HMAC-MD5-128
1 HMAC-MD5-96
BAIE 1 E

B4 #: A5 SsHvl.

BB Linux 75 MR T BTER S EE R

AR B4E5E T Linux GRand Unified Bootloader (GRUB). I # F I e 51 PR8I, 75 SAR LAY B ek
Ed . 7EmE% M VTL100 475 E N, KRR SR R A R SN RFREN 25 4T x 80 FIBMRSCARIER k. B0, A e AR TR S L.
UL 4048 Zetc/grub.conf U4

1. AREUSCF I ISE T N EL R PIAT BT i 22

serial --unit=1 --speed=57600
termnal --tineout=10 serial

2. FERIZAT RIB I AL

kernel ............. consol e=ttyS1, 115200n8r consol e=ttyl

3. WmH setc/grub.conf fi% spl ashi mage 54, Rk H IR .
4 5-2 #E TR Zetc/grub.conf SCfF, S RTEIGEFE A B 1 SE

® 5-2. RHIXAH: /etc/grub.conf

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after maki ng changes

#to this file

# NOTICE: You do not have a /boot partition. This means that

# all kernel and initrd paths are relative to /, e.g.

root (hdo0,0)
kernel /boot/vmlinuz-version ro root=/dev/sdal
initrd /boot/initrd-version.ing

W o %

#

#boot =/ dev/ sda

def aul t =0

ti neout =10

#spl ashi mage=(hdo0, 2) / gr ub/ spl ash. xpm gz

serial --unit=1 --speed=57600
termnal --tineout=10 serial

title Red Hat Linux Advanced Server (2.4.9-e.3snp)
root (hdo0,0)
kernel /boot/vmlinuz-2.4.9-e.3snp ro root=/dev/sdal hda=i de-scsi consol e=ttyS0 consol e=ttyS1, 115200n8r
initrd /boot/initrd-2.4.9-e.3snp.ingy
title Red Hat Linux Advanced Server-up (2.4.9-e.3)
root (hd0,00)
kernel /boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s
initrd /boot/initrd-2.4.9-e.3.im

it /etc/grub.conf SCEF, A LR RN -

1. Z%1 GRUB (Y FHIIFE A3 T3CAM S B0, GRUB BRERIAN S WoR(E RAC #2i  BE i h . BRI, FREHILL spl ashi mage JF3k 917 .

2. FEHZA GRUB MIURIEIL RAC HATIERH A HI G 21%, KLU FA7I B Fr L
consol e=ttyS1, 115200n8r consol e=ttyl

#% 5-2 78 consol e=ttyS1, 57600 {ARINE]EE —ANED .

ARG SR EXREN A



LU B A Zete/inittab:

IRIGEATUAE COM2 Hi 7311 LACE agetty:

co: 2345: respawn: / shin/agetty -h -L 57600 ttySl ansi
4 5-3 SR HAPATHIR B

# 5-3. FHIXH: /etc/innitab

#

# inittab This file describes how the INIT process should set up
# the system in a certain run-|evel

#

# Author: Miquel van Smoorenburg

# Modified for RHS Linux by Marc Ewing and Donnie Barnes
#

# Default runlevel.The runlevels used by RHS are:

# 0 - halt (Do NOT set initdefault to this)

# 1 - Single user node

# 2 Mul tiuser, without NFS (The sane as 3, if you do not have
# networking)

# 3 - Full nultiuser node

# 4 - unused

# 5 - X11

# 6 - reboot (Do NOT set initdefault to this)

#

i

d:3:initdefaul t:

# System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:0:wait:/etc/rc.d/rc O
I1:1:vwait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
14:4:vait:/etc/rc.d/rc 4
|5: 5
| 6: 6

‘wait:/etc/rc.d/irc
‘wait:/etc/rc.dirc

# Things to run in every runlevel.
ud: : once: / shi n/ updat e

# Trap CTRL- ALT- DELETE
ca::ctrlaltdel:/sbin/shutdown -t3 -r now

# When our UPS tells us power has failed, assume we have a few

# minutes of power left.Schedule a shutdown for 2 minutes from now.

# This does, of course, assume you have power installed and your

# UPS is connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
# If power was restored before the shutdown kicked in, cancel it.

pr: 12345: power okwai t : / shi n/ shut down -c "Power Restored; Shutdown Cancel | ed"

# Run gettys in standard runlevels
co: 2345: respawn: / sbin/agetty -h -L 57600 ttySl ansi
1: 2345: respawn: / shin/ mingetty ttyl
2345: respawn: / shi n/ m ngetty tty2
2345: respawn: / shin/mngetty tty3
2345: respawn: / sbi n/ m ngetty tty4
2345: respawn: / shi n/ mingetty tty5
2345: respawn: / sbi n/ m ngetty tty6

QaHWON

Run xdm in runlevel 5
xdm is now a separate service
x: 5: respawn: / et ¢/ X11/ pr ef dm - nodaenon

%

TR LL R B g S Zetc/securetty:
TIGHAT, A COM2 [IHAT tty £Fk:
ttySl

& 5-4 SR AAHAT IR B

R 5-4. AP /etc/securetty

ve/l
ve/2
ve/3
ve/4
ve/5
vc/6
ve/7
ve/8
ve/9
ve/10



ve/11
ttyl
tty2
tty3
ttyd
ttyd
tty6é
tty7
tty8
tty9
ttyl0
ttyll
ttySl

BB BTEEN iDRAC6

JEAT LA R R BT b S #2472 E] IDRACE:
1 iDRACG6 CLI
1 ERRERSE AR
1 E R R

B RGO E O R TR L, 1EAT AT R

FCE BIOS BAJH I {74
1. ATIFERE S RS
2. A TFHNE B LEE <F2>:
<F2> = System Setup (<F2> = RAZiXHE)
3. [ FE#IHETH <Enter> i%$%"Serial Communication” (EAFERE) -

4. W #E Serial Communication™ (EATEE) Hik:
AN R ATIERE RS TR R B

G, ik Save Changes” (REEH) -

5. % <Esc> BHRLREMT, IFeRAGREAR FRE.

K, F DB-9 REIAHIMIZ YN Management Station FEREFI LA RS A SR A 0 iRl © 00 DB-9 sl i I 4 .

B, WS AR CRCE BT, WS L Management Station £ { S .

B, BCE IDRAC6 % B LU I H AT, ifiiXnidid RACADM & iDRAC6 Web FHiiskHi.
N E iDRACG & LUliE RACADM Ji H 4T3 H:, 15I847LL Fird:
racadmconfig -g cfgSerial -o cfgSerial Consol eEnable 1

ZIACE IDRAC6 W ELLEIL IDRACE Web Ftifija I 817184, AT L AP B%:

1. BIFRGMIFHili"Remote Access™ GETEV ) .
2. Hidi"Configuration™ (BRB) Wi, AJ5Hdi Serial™ (B4T) .
3. fE"RAC Serial” (RAC B T) #4) Fitf# "Enabled” (BEH) -

4. #i"Apply Changes” (MEAEMX) .
I R 1 L AT, K G E AN SRR, SN IDRACE I A RIETY CERIMESM MY root v calvin) o
SEFTLAMIEA 4T RACADM 5 3hfig. Bt BATENRGHIENE, HHAT5 RACADM fird:

racadm get sel

£ iDRAC bR EEEEEEABMEBERLRER



/] RACADM, izfT FFlldr4, LIZEA] IDRAC6 fir %17 5t :

racadmconfig -g cfgSerial -o cfgSerial Consol eEnabl e 0

SRJF, JE47 T4 RACADM fir%, LLHH EEE R A AR

racadm config -g cfglpm Serial -o cfglpm Serial Connecti onvbde 1
BUZ{7 4] RACADM fird, LU H B B e 2 i i X

racadmconfig -g cfglpmi Serial -o cfglpni Serial Connecti onvode 0

LA iDRACE Web ST AR R #RAF -

1. JBIFRGWIFHili"Remote Access™ GETEV M) .
2. Hidi"Configuration™ (B®) Wi, AJEHdi Serial™ (B4T) .

3. {E"RAC Serial” (RAC B 47) s FIUHIL# Enabled” (BAM) -
BRI ARE
7E"IPMI Serial” (IPMI B4T) #% T, " "Connection Mode Settings"” (ZEEERNBE ) T30 H XA " Direct Connect Basic Mode" (E#EEZEELKR) .
HEE B A

E"1PMI Serial™ (IPMI #4T) 4 F, #4"Connection Mode Settings" CEZSBIRRE ) T30 17 ¢l " Direct Connect Terminal Mode™ (B #:# # 43 &
K) .

4. Hidi"Apply Changes” (BIFREB) o 175k G AR AR B RE P s B VERE, 152 0 AL e A0 B 26 B
FLHRE AR A S AR08 ELREE I SR ATIE R A ipmish S TR filtn, @i 1PMI BEABGUA ipmish STEVRGTSEEH &, WHET Rl
ipmsh -com1 -baud 57600 -flow cts -u root -p calvin sel get

ELPOERAR B R SS 17 IDRACG Kt ASCII v 4. i, ik B B 2 Ui aa T T /56 A IR 5 75«
1. JERZR S EREE IDRACE

2. BEALUF i &7 8 5R
[SYS PWD -U root cal vin]
S B LA W
[svs]

[

3. BAUUF@4, #ikCmshEst.

[ SYS TMODE]

KA B LU 8 7 ¢

[ X TMCDE]

4. BANLUTFAr4, KRB JRF SRS SIHD

[ SYS PONER OFF]

5. IR AR RS H IR ST -

[ SYS POMER ON|

7 RAC B478 NEFER M BT & e R )#H
IDRACG 5% SUALFE A1, WTTTALVERE RAC H47BE Il A PRt & Tk T D1

T RGRE A RVFIAT A, WEIIT LR B8R

1. THFEREHHE RS



2. BRI TGN <F2>:

<F2> = System Setup (<F2> = RZEKHE)

3. [ FESIHFENE <Enter> i%#%"Serial Communication” (BTEE) .

4. W F¥%E"Serial Communication” (R47EE) his:
FATERE - FF, @i com2 HAT R T E E 1

E4 : H#vserial port address™ (BATH OHIE) FBUHiI serial device2” (B8 4% 2) ®HN coml, & LUK serial communication” (#4F&)
FE ¥ H Jy"'On with serial redirection via com1” (F, & coml1 #FTHRTEEM) .

AT b - HAT% 1 = coml, HiT#%& 2 = com2
SR ATIER S - AT 2

B LR RS, 115200

PRI ..vt100/vt220

IR EER .. BHA

I, #fE"Save Changes” (REBFHK) .

5. % <Esc> BHRLREMF, IFERRGUHEE FRE.
4% Managed System 4R AT/ Management Station 5547 3 1] )% 8 i i 1 2% H 4

7£ Management Station [ {fifi%&ui{i 5A2/F (hyperterminal 5 teraterm) JHR$EZE M AEE SRR NME, HoE I EQ R FEIURIE RS A, XETRE: SAC GfF
Windows) Ml Linux AR GFF Linux) . %% Management Station {451 BN RF$C115200, ##EC8 bit, A4 Cnone, {#1:C1 bit LLLii#E#HICNone.

BELE AT G HE B R )R B RAC ST H @GR, {EH LR
<Esc> +<Shift> <9>

L4751 42 5 " iDRAC Login” (iDRAC %3%) #URFT (W RAC % E H"RAC Serial” (RAC H#17) Fiak"Serial Connection” (FE{7i4) i, 7EZHIRIT LLLI%EL G
(I RAC ¥ E 4"IPMI Serial Direct Connect Terminal Mode" (IPMI 47 Bl £ D .

2K RAC HAT LB AR UIHOA B AT Fi & E o st ([ LT o

<Esc> +<Shift> <gq>

NERATER A% DB-9 BB AH MRS K

FLAG AT AR A 151 Managed System, il DB-9 i il iR i 45 145314455 Managed System E[f) COM i1, il fE H T EAURGIA R a8 845, ZifE CMOS & &
BE AR AT W E . HEA R DB-9 LI AL SLIE BT R e /(5 5 . BLIEREFTHING DB-9 LA & 4 5-5 th TR HIRAS .

E4 #: DB-9 LA LNT BIOS MAZHIA LT M.

* 5-5. DB-9 7 il AR 2 B AT F iIEsH Flt

(1 DB-O fE4l (% BiES) | DB-9 &4 (TEURESD
FG (Frame Ground C C
gzt

TD (Transmit data 3 2
s

RD (Receive Data 2 3
[

RTS (Request To Send 7 8
LR RIED

CTS (Clear To Send 8 7
DB AED

SG (Signal Ground 5 5
[fESH0]

DSR (Data Set Ready 6 4
[HUR B e 4D

CD (Carrier Detect 1 4




ek

DTR (Data Terminal Ready | 4 176
[ ek 461D

Bt ® Management Station &5 & %44

iDRAC6 HFEIZAT LA T —Fh&imifli 5K F1) Management Station Eflif #4170 Telnet SCAF il &
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TTLME] getconfig i 4 KT UL T 345
SR TR E R HEAFRRIR SR
v R ST P O A T

config T4 (s BN K'Y IDRACG H. fH] config ¥H /A% %5 Server Administrator [725 .
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Wbk, JEEORPIATHIR . WIRAE .cfg SCIFRRFIRNR, S AM M AMEMT] IDRAC6. I A IE AR, AIEA BEIHTATAICE . -c T LT config T4, EIUIEIE,
ifi /"2% IDRACE 4T 5 N AE
B .cfg SCAFIREAE AT LA R 50

1 WER B RIR G, X BRG] KPR R
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AT AN IDRACE N IZALIMATA %51 . BCE IDRACGE B, %41 P AR MTX S T s e, in RAS ez QAREHI RS, MR Eid 7 e iDRACE LAIAEZR T,
1 RRETE .cfg Uil .
TR CAGURE R BR 2R 5], [k, FE—BORIE, ZLATAE SR A SR, JF B O RRAE RS RREIAEE, WIBSG%R S| WRRIIATEE, WAERS AT HNER
Glo WOIEAEIRING 315 B SN RIE, O AT EAERTA EELE CMC Z RIEATRE B2 51 UTHE . 3 POl e I 58— AN AT IR 51 a0 R T 2515 S 9 HLAS AU g
J, WYE—/~ iDRAC6 -] LAIER T RLZ AT .cfg U R fELE/EH & IDRAC6 IEHIIETT.
1 WL racresetcfg F@4 £ A~ iIDRAC6 e B A A JE Tt .
i}l racresetcfg T-ir4% iDRAC6 EULAYIMAIRIME, AJSIEIT racadmconfig -f <IF&>. cfg 4. Bifk .cfg XA POGHTAREIXNZ. . RIMLESH.

VAN ;J;;\ﬁsﬁm racresetcfg F &K iR EM iDRACE NIC B E BB AW HRA REFWRFFAARNAAEE. RERAPTH, EReRmmsmiE zmin

2 B )
VOB TR RLAER
VR STESBIIF . (ERICEIIT I e TR

— SRR B S EOT R LA S # T AT SCT R, RS ENEE racadm getconfig -f <X /EE>. cf g AER cfg, SRJEXS 4 IDRACE AT
racadmconfig -f <Xf#>. cfg i, MABRME LT .

=~

#

# X AERE.
[ cf gUser Admi n]

cf gUser Admi nPageMbdem ni t Stri ng=<if il i i 8 WIEa LT RF R0 # ARIER>

P M B AHESE "] TR

%ia?égf%ﬁiﬁ‘]ﬂ% " TR AHESR ST U A PR U AHEZ A IR R BHRSE . B SRIBRALA (K0 S0K SRR . TiC B K %" IDRACE i VK 72 41 A1 v B S v
58 oL

VLR R TAARR . 3R ELI G @ A .

w9

[ cf gLanNet wor ki ng] - { 2147}

cf gNi cl pAddr ess=143. 154. 133. 121 { W & &/}

FESHEIRE RN R=HE"0, R = S AR E 254

A 2R B . (T AT AR AR . BRRRER A = HIREMTAF (B, SEAS =" 8w TS T, R o K R A AV A VR e 1 B T
o

12 WL BRI R ] .

.cfg JMHTas IR RSN R H -
R B MA RG] WRERGI O, WHEHZRG, SUREZHNE M THRI T elEH%H.

racadm getconfig -f <XffF&>. cf g & WERBEEERLIX ST, RVFH P &G Q& IHER.

KB E: TR e TR0 RS Al
racadm config -g <##H> -0 <HiEH$> -i <R3l 1-16> <Mi—Ehibrid 4>

v EEN ofg SRR R BIALIAT .
F P U BAR i % TSR R 51 %
racadmconfig -g <#&#> -0 <XZHLH> -i <&5 1-16> ""
Ed & F=50E A SRR 1 iDRACG MIREAMZS .
EARRIAMAE, WHEHCLF a4
racadm getconfig -g <#&4#> -i <&7 1-16>
VX TRGIL MR L] RS R A R R SR 5 R

[ cf gUser Admi n]


file:///E:/Software/smdrac3/idrac/idrac12mono/cs/ug/racugab.htm#wp45822

cf gUser Admi nUser Nane=</f] /" %>

s racadm getconfig -f <nyexanpl e>. cfg, Ndr4Jv247T iDRACE BLE Ek—A .cfg SCiF. MGHECE SCHTFIE— ARl RIEIZ SO IR 01 s .cfg 0.

&% iDRAC6 IP Hil

TEACTEL A ) IDRACG IP ki, MR AT AT <Bl>=E" % Ho AT "0 T QbR R RS, RRR NS 1P Mt WU <A hi>=t"%H .
Bt

#

# X4 " cf glanNet wor ki ng"”

#

[ cf gLanNet wor ki ng]

cf gNi ¢l pAddr ess=10. 35. 10. 110

cf gNi cGat eway=10. 35. 10. 1

BRSO SR I A

#

# X441 " cf gLanNet wor ki ng"

#

[ cf gLanNet wor ki ng]

cf gNi cl pAddr ess=10. 35. 9. 143

# R, AT AR R B

cf gNi cGat eway=10. 35.9. 1

4 racadm config -f myfile.cfg 4-HT SCHFIF AT SARUUEMTHE R . IEFR K SO SERTE U2 H o BEsh, WTLLER] ERRGIT ) getconfig fir & ik 3.

A PR ST i S L P S e 0 ¢ L L AR

Ed s oefobRicr R mimRiE, RS

L& iDRAC6 P48 i

P T AR S i IND N A

racadm get config -g cf gLanNet wor ki ng

ZE ] DHCP k43 1P Hulik, M Ml EAMR cfgNicUseDhep Jf i H Dt
racadmconfig -g cfglLanNetworking -o cfgN cUseDHCP 1

Sy RO E e 5 51 SR G- <Ctrl><E> Itf iDRACE Fic 2 HIFE /7 T I Dhfe— . A 5E)T] IDRACG Fic f /8 AR 7 c B 2 Jm PR VERY, 12 0 L A 5 (1 T)
iDRAC6E".

AR 7 A 28 B o 5 1] 4 T LT 0 1) LAND 946 i 1

racadmconfig -g cfglLanNetworking -o cfgN cEnable 1

o

racadm config -g cfglLanNetworking -o cfgN cl pAddress 192.168. 0. 120

)

racadm config -g cfgLanNetworki ng

o

cf gNi cNet mask 255. 255. 255. 0

<]

racadmconfig -g cfglLanNetworking -

o

cfgN cGateway 192.168.0. 120

«Q

racadm config -g cfglLanNetworking -o cfgN cUseDHCP 0

<]

racadm config -g cfglLanNetworking -o cf gDNSServer sFr onDHCP 0

=}

racadmconfig -g cfglLanNetworking -o cfgDNSServerl 192.168.0.5

[t

racadmconfig -g cfglLanNetworking -o cfgDNSServer2 192.168.0.6

<]

racadm config -g cfglLanNetworking -

o

cf gDNSRegi ster Rac 1

<]
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racadm config -g cfglLanNetworking -o cf gDNSRacNane RAC- EK00002
racadm config -g cfglLanNetworking -o cf gDNSDomai nNameFr onDHCP 0

racadmconfig -g cfglLanNetworking -o cf gDNSDomai nNane MYDOVAI N

Ed #&: W cfgNicEnable ®E ) 0, WHIEHAT DHCP, #2445/ IDRACE LAN.

iDRAC6 # R
iDRACG I it # 4y U Fli 2
1 BH

1 JEE

1 SRR LOM2 5

1 SRR T LOM JE
7 5-16 4t T KA KL

# 5-16. iDRAC6 NIC it B

AR A
i iDRAC6 #f [ C.f) NIC (RJ-45 #45:8%) Fil iDRAC MAC Hihik il F M4 15 .
pi3 iDRAC6 £ 1A I LOM1.

iR LOM2 Jt5 iDRACS6 fi/i] LOM1 fil LOM2 fEilifae s 4. %4046/ iDRAC6 MAC Huhk.

5t A LOM 355 | iDRACG {#/] LOM1. LOM2, LOM3 I LOM4 {E ikt sl . %416 iDRAC6 MAC .

WL KT RA
U IDRACS F Web M JMTHN, RAH XA, HUl SSLERMEH LS DRACE HEHAHILR

iDRACG i 7 —/MERIL IDRACE %5 #HIE T LAM(REE T Web [HFHALZHE RACADM JJREMI%4 2 4, WURMMIZIES, Web MIEA M & WR D2, PFABINKIET M
k4 IDRACE BRINIEFi(, €5 iDRACE MHLAAILEL (B, 1P k) .

FR P A TR, BB AR 1P Hbliksk iDRACG () iDRAC ##R[f iDRACE R4 845, AN T IEF 245K (CSR) I, M#ift CSR W4 (CN) 5
iDRACS [f7 IP Hihi: (IR RFAEL 1P BEH) (Flln, 192.168.0.120) s/ DNS iDRACE #4Fk (R RME S iDRAC FEM 4 FREVE ) ITAT.

ERifR CSR 57E/it DNS iDRAC6 #FRIGHL:
1. {ERGW+, Hili"Remote Access” GEREV H) .
2. fidi"Configuration™ (BE) i+, ARJ5Hdi"Network” (Mig) .

3. fE"Common Settings"” CHK#®E) &£

a. #E#"Register iDRAC on DNS" (#£ DNS E#:j iDRAC) Hik#E.

b. {E"DNS iDRAC Name" (DNS iDRAC &F) FE . i\ iDRAC6 47k,
4. #Hi"Apply Changes” (MEAEH) .

WS ] SSL RIACFIE [V 4IE iIDRACE (5 %4 T A 4 M CSR IR IE P IV o

At AEREEZE, BHE RACADM MET Web M RELSBB/A WA 2
Hi% IDRAC6 Web [R5 45, mAEH Z&A L, i RACADM RS AT Web HIFHHA 2l .
iDRAC6 Web Jili 554 2 1E 5/ LL R U0/ B 1

1 fEH IDRACE Web H ™ i S8 5 I 46 i Bl o0 245 22 4 1 o 2 o

1 Hif cfgRacTuneHttpsPort &tk (4% config -f A& > HELER)

1 {iif] racresetcfg it

1 iDRAC6 I

v REGHY SSL RS SHIETEIN


file:///E:/Software/smdrac3/idrac/idrac12mono/cs/ug/racugc2h.htm#wp1181531

RftARE DNS REBEH EM iDRAC6?
4% DNS flrs# Rt 31 ANEUE D F AR,
V5 i iDRAC6 EF Web [ F R, REI—AZEEE, Bli% SSL ERREH—AMFRITEKAENE (CA) FRK.

iDRAC6 £L#5 7 —AMBRiINH IDRACE IREEHIE I LLHATRIE T Web MSEALZTE RACADM hfEfIM % 24, IIE AR HAE CA MURM. ZRERIXA 24 HE, W EH—HE CA
(fFltn Microsoft WIEHLE. Thawte X Verisign) #i% (1) iDRAC6 RZ54$IEF5. %2R (/1 SSL FI¥ 7 ik {4l iDRACG {5 % 4" T AT Jemii A B RO VERS «

NG
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H 3%

HinfIEE iDRAC6 B P

Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 JgA& Fi/ #w

@ {/] Web JfifiiF iDRAC6 JI*
@ {i/f] RACADM A HIFLFE iIDRACE HI/*

] iDRACE EH RGN RG % bE, WIS N AATRE AR (kT M QU EBD 1 —/ /7. TR Aok, ST LARC T R B AR A AR S R G5 e S 3 o T I 3 e
ER.

£ Web FHEAEE iDRAC6 A/

HIMAMEE iDRAC6 A/
Zf] IDRAC6 EH RS RS A, WO N AR e S AR (BT A ENREO M.

ERIMFIICE iDRAC6E M, 14017 LA T A BR:

ﬁ E: BSR4 "Configure Users” (BB M) BURA Ll E iDRAC /7.

1. #ili"Remote Access” (E®Vi W) —"Configuration” (RE) — "Users” (/) .

R P RRULT IDRAC FIFEE: AP ID. RE GER/ZA) - B4 RACHIR. IPMI LAN BUR . IPMI 8 78R LAN k8 TRE GERZZER .

Ed . 07 1 1P ESRE, RTRE.

2. {E"User ID" (FIP ID) FI%iEH " ID 4.
fE"User Main Menu® (FIFEE) Uik, GURER . AFHAES. EEAEEI (CA) IEBREE S CA EF.

" Configure User” (B M) H¥di"Next" (F—#) . "User Configuration” (FIPEE) 104 L SR, 500 4.

3. fE"User Configuration™ (FIFERE) Wk, FETFA%:
1 %, #EY, LAURGHT iIDRAC H BRI IDRAC HI IV, % ii"General User Settings™ CEMA /A &E) .
1 HHE IPMEBUR. & 6-4 WIHEEH T LAN BURESIPMI User Privileges™ (IPMI I #RB) .
1 iDRAC HI/"BUR. 7 6-5 iiil] iDRAC FI PR .

1 "iDRAC Group" (iDRAC 4 VilklfR. # 6-6 Bi#"iDRAC Group Permissions" (iDRAC HHUR) .
4. SERE, Hifi"Apply Changes” (REFEH) -

5. Bl RG4S, WS E 6-7.

R 6-1. fiRENMRE

HE B
“User ID" (/& ID) SRAT ID SIFsI#E. "User ID" (I ID) FIOEATRAEPEE 16 MM 1D Soiy—"4. My Bt
“State” CRF) ORI ESIRA: "Enabled” (2J5HD Zi"Disabled" (245 . (BRINKNCEEM. O

W BAEAAS 2.
JiiVak:] SoRM SRR, fiE—4> IDRACE I/ %, % 16 N3ff. M waRAME— I 4.

¥: IDRAC6 LI AR S /7 GERHIL) A1 . ()R F4F.

VE: WRESH A, WAE TR R PSSR P AN SR AE P I
"RAC Privilege" (RAC B ) SRR ELIA RUPRZLSD . f4E" Administrator” (ZFHL5) . "Operator” (#:fEf) . "Read Only" (Hi#)
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#®"None" () .

“IPMI LAN Privilege" (IPMI LAN £ SR TR IPMI LAN BURZE5), 45" Administrator” GFELG1) . "Operator” (3{Ef) . "Read Only" (Hi)
B ®"None" (&) .

"IPMI Serial Privilege" C(IPMI B4R | SR HiMBem IPMI 475 CRBRZE 5], 45 " Administrator” (5#51) | "Operator” (#{Ef%) . "Read Only" (Hi)
B m"None" (B) .

“Serial Over LAN" (LAN EH47) VARV P EH LAN L IPMI 4T,

® 6-2. Smart Card I Bt R

HE L
EERPUAE R0 RHE iDRAC IR HIE T
LB CANE fEfsRess A 5 CA ET L3E] IDRAC IS AH P ECHE .

“View Trusted CA Certificate” (EE {5 CAEH) | /nc LEF| iDRAC (A5 CA ET. W{E CA i1 A RIFRCAT A B AR 15 CA Wik .

* 6-3. FMAFBRE

"User ID" (B 1D) 16 AMTRH ) ID Hw5Z—.

“Enable User" (R FI) Mg, R IDRACE Vil BR 2 . BOHE RS, H P IV R BUR S g

iVaz:3 M afR, % 16 MrEfF.

"Change Password" (5 $##%) JiF"New Password" (###g) f1"Confirm New Password" (BIAF &) FE. BUYEIUT, TEEsgE P 855,
“New Password" (3 #%) IANZIE 20 M Password” (BB . B THAS SRk,

"Confirm New Password" (BA#i 8H) | SN iDRAC FF &S LLEAT A .

I3 L)
"Maximum LAN User FEE IPMI LAN {538 b (¥ P R RO BLR P 4z
Privilege Granted" - "Administrator” (#R) . "Operator” (#fk

pé;ﬁ:f’ﬂﬂijc LAN PR &) | "user” (B> ®"None” CE) .

"Maximum Serial Port | 55 IPMI S 47538 B P B ORI 9 AR R 42
User Privilege Granted” | —; "Administrator” (#&) . "Operator” (¥{E
SERTHBARIBEI | R | “user” () R'None” (%) -

"Enable Serial Over FVFRIPER LAN b IPMI 47, k)5, R R H .
LAN"
(BR LAN L&)

# 6-5. iDRAC Fi " BUR

JR B

A a5 M Ik IDRAC AR BL F AR 2 —: "Administrator” (# &) . "Operator” (#ER) . "Read
Oonly"™ (Rig) "None" () . 5% 6-6 [ f# DRAC HHUR.

"Login to iDRAC" (%%3] iDRAC) SV P85 iDRAC.

“Configure iDRAC" (FE& iDRAC) SV AR E IDRAC.

"Configure Users™ (EZ& /) A3 AT A S VR SE R V7 ) R G

"Clear Logs" (kK HE) FEVFAPEBR IDRAC H .

"Execute Server Control Commands™ (3 | /7 GRS HIT IS 2l dr 4.

17 R BiElard)

"Access Console Redirection” (Jj Hi#ll & | VA aiTiml G HiEH .

HEEM)D

"Access Virtual Media" (3 HB MR FEVFF B AT RVE AR

"Test Alerts™ (% SR FVFH PRI AR R IR PET) ROk E A .

"Execute Diagnostic Commands" ($#47% | RVFH/ BT LH@4.

Widr &)

# 6-6. iDRAC HHHE

Jiilak':! BT HRR

EHER "Login to iDRAC™ (B%® iDRAC) . "Configure iDRAC" (A& iDRAC) . "Configure Users" (BEEH)") . "Clear Logs" (&% H
£) . "Execute Server Control Commands” (34T R%&8E## %4 ) . "Access Console Redirection™ (35 H# & EEF) . "Access Virtual
Media" (i AEMARE) . "Test Alerts” (BWEHR) . "Execute Diagnostic Commands" (T2 W4




"Operator" | & L AR (T 414 "Login to iDRAC™" (#F 38 iDRAC) . "Configure iDRAC" (EEE iDRAC) . "Configure Users" (BEEM/) . "Clear
CERAERD Logs" (FKHE) . "Execute Server Action Commands" (47 JR&E##EMEM4) . "Access Console Redirection™ (V5 ## & & e
) . “Access Virtual Media” (J§ HEBBAME) . “"Test Alerts” (Rl ) . "Execute Diagnostic Commands" (#fTLKidr$)

"Read "Login to iDRAC" (&332 iDRAC)
only”

(R

xE B 5y FCALPR

R 6-7. APEER M

Fi i1 Bfe
"Print" (3THI) FTENBE%E | R User Configuration” (& E) fH.
"Refresh™ (Rl#) HEHHA""User Configuration” (FIfFRE) 7.

"Go Back To Users Page" GBEIZIAP ) | i&[F"Users Page" (AP R .
"Apply Changes™ (RLFI E&) LRAEXE F T BT A (T 97

£ RACADM AHRFHE iDRAC6 A F

E4 &: 250U root B4 R Linux R4 44T RACADM 4.
W LM#ER Managed System LJi] iDRACE {2 —it2 2 4(f) RACADM it 247 KA. H 4 —m £ 4 iDRAC6 Fi/.
ERELMEMAREREN IDRACS, T FRFZ

1 BEAAF) RACADM 7=, filid RACADM fir & HIfitAb#Ec i, SRIG7E%4 Managed System FEHUTIZIEALTE M.

1 {%"RACADM 1-fin A% v AT 1 iDRACG it i ST I8 i Al — B B S /E %4 Managed System E#47 racadm config T4 .

H& LTI

BT LE IDRACE LR R E 16 AN, F3hiH IDRAC6 HI/7 T, SIS AI P 2 EE/E. RN EH IDRAC6 BUE1T racadm racresetcfg 4, WA4HTHE—FI 1
root, #f4}y calvin. racresetcfg 4% IDRAC6 ¥ [l U4k .

I\ A B racresetcfg fr &M AL, ENAFARESERERARNE. EMZHNERKRER.
Ed & B, aLURAAEHR. Wik, BERA IDRACE AR H RRMZESS.
FIUEF PR T ARAE, TETE AT S TR AP LL R 4

racadm getconfig -u </H/"%>

£

BT 4, SRNERES 1% 16 Ti—4:

racadm getconfig -g cfgUserAdnin -i <%7/>

4 #: EWLAA racadm getconfig -f <myfile.cfg> 3 E AL myfile.cfg fF, %A EGHTH IDRAC FLEZH.

RGBS HAR R 1D LUK SRIME . ZoRERMFEA N R A
# cf gUser Admi nl ndex=XX

cf gUser Admi nUser Nane=
4 cfgUserAdminUserName % G A, WA LLEH H cfgUserAdminindex M 4 #RME %S . WE "=" FHLHK, WZR3| iz A4 SH.
E4 & 17 racadm config T4 Tl A I, 2410, i ke Ra]. kR L9l Bl cfgUserAdminindex X GHH # T4, I g

racadm config -f racadm.cfg @ &8 EERMERNEGANMAN &, BIEEE RG] B RBgim e — MRS . X G LLE R A R S B E 24
iDRAC6.

#n iDRAC6 P

FRGHT U ANE] RAC AUEL, WTLMS ] — Ay & 0, AT LRI

1. WEMM 4.
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2. BHEW.

3. BELUF A RUR:
1 iDRAC IR
1 IPMI LAN £BR
1 IPMI HATRUR

1 LAN EHATRUR

4. FHMS.

7~
R B I IET T "Johnt @Y 123456", % RAC FATEFAUR .
racadmconfig -g cfgUserAdnin -o cf gUser Adni nUser Nane -i 2 john

racadmconfig -g cfgUserAdnin -o cfgUser Adni nPassword -i 2 123456

=}

racadmconfig -g cfgUserAdnin -i 2 -o cfgUserAdmi nPrivil ege 0x00000001

[t

racadmconfig -g cfgUserAdnin -i 2 -o cfgUser Admi nl pm LanPrivil ege 4

<]

racadmconfig -g cfgUserAdmin -i 2 -o cfgUserAdmi nl pm Serial Privilege 4

<]

racadmconfig -g cfgUserAdnin -i 2 -o cfgUserAdni nSol Enabl e 1

=}

racadmconfig -g cfgUserAdnin -i 2 -o cfgUser Adni nEnable 1
BRE, WHEML T ez —:
racadmgetconfig -u john

racadm getconfig Cg cfgUserAdnin G 2

M iDRACE H

] RACADM IN, 2 FahEANEH o ASRE A HIIC B SCAF IR
TNHER BT AT TR RAC FI I &1k

racadm config -g cfgUserAdnmin -o cfgUser Adni nUser Nanme -i <#35|> ""

WIS PR () fin IDRACE MR E RGN M B E, IR BLE BRI

JAF iDRAC6 R/ HUR

Z AR AR (BT A ERE0 M, B et s LA b PR R P R 51 B, BACUR A BT P A RS f 147

Ed & 208 B2 AR RIRIH SIS . IGO0, FoRM I 8 AT R .

racadm config -g cfgUser Admin -o cfgUser Admi nPrivilege -i <&7/> </, "RIR( >
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H

¥ iDRACG6 AT Microsoft Active Directory

Integrated Dell™ Remote Access Controller 6 (iDRAC6) 1.2 JiA& Fi/ #w

@ Jy iDRAC6 JiiJll Active Directory Ui [ fif #1414 @ (eimlg L SSL

@ LY Active Directory Sl @ f§i/i] Active Directory ¥t iDRAC6
@ 44K Active Directory ik @ i} Active Directory %k

@ fiifE4E Active Directory HEk @ X1 Active Directory % Wi i

@ R E

FI s i — AN A B, (e P RGeS bl AP L THSERL. STERDLES BN B BT 15 8. iR AR O Microsoft® Active Directory® fR45Hcft, T nl LABL & #pt 3 ot
iDRAC6 [11jj1il, LAAL¥r#% iDRACGE JH LR #INE] Active Directory #fFrh AELA FH J FE ik sl PRIEAT 2 1 o

ﬂ ¥E: {#f] Active Directory %] DRAC6 i/ # Microsoft Windows® 2000. Windows Server® 2003 1 Windows Server 2008 #{f &% 152 3% 5.

# 7-1 @ iDRAC6 Active Directory I/ .

# 7-1. iDRAC6 i/ BB

R L]

“Login to iDRAC" (%3%] iDRAC) SV 2] iIDRACE
"Configure iDRAC" (fit i iDRAC) S ELE IDRACE
"Configure Users" (fic &) i R AT A SR VR E F P ) R 4
"Clear Logs" G#FHZ) FVEFFER: IDRACE HiE

"Execute Server Control Commands" (JUA7i5 8 4%hld4) | /YA YT RACADM 4

"Access Console Redirection" (ij i #%il & 55 ) FVF TP IEAT FE ) 6 T 17

"Access Virtual Media” (Vi B/ i) FOVE B AT A

"Test Alerts” (Kl %) FOVRF PO TSR CRFIRIER PET) RIZLAHEE M P
"Execute Diagnostic Commands" (#f7£Wi#4) o FgATis Wi 4

A iDRACG6 JiH Active Directory i i 244

Z{#H] iDRAC6 [1) Active Directory WiEThig, WL %A Active Directory ZEili4eH. 2 Microsoft Mk T Wi E Active Directory JEREAUH (WA R) .

iDRAC6 ffi filbrifE A JL @ SR SEM (PKI) HLEISK %4581 Active Directory, Kk, H4MEHE Active Directory JEREAMIIHEM PKI. 1§27 Microsoft Mk T #4555 PKI WHEK
Ve

FIEWBERTA IR, BT EAE IDRACE MEH KT A it 8 LR 22 B HRTFE (SSL). fRAMMER, Wiz (sl i/ ssL.

¥ # M Active Directory % iFHL#|

L@ R 7% Active Directory & XX iDRAC6 I Uil —Fiopik il B &, Eioi R4 Dell F15E UM Dell 23 Active Directory X %. %)
OIS AR IR R TT S SRR TT RAURI Active Directory 41Xt 4. 7 XS e Ir R VENT, 152 B JG %17

2f#i ] Active Directory Fit Exf iDRACG [ il BRI, 200k 34" FE 5 i vl Uy S8 sl b s ooy %
T MR T R

1 FTAE BRI R ALE Active Directory i,
1 S A FBRZGIEAT IDRACE e . 7 AR

BRSO 7 SRR S i X, A Microsoft fIERIN Active Directory BUxUALE D2 SR ALHTH & T IR %K.

J R ZEM Active Directory #id

Y AU P T R R Active Directory By &, WbAF k.
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racadm config -g cfgUserDomain -o cf gUser Domai nNane -i <Z 3>
IR WTRLE 40 AN, HERBIHS N 1 E 40,

it Z " i ] Active Directory %%%| iDRACE" 7 kT R it -

5. {% Enter 5L B E Active Directory i fE.

FRUEZER] Active Directory HEig
s 7-3 HER, N Active Directory HRfH FHFRHERI T ZE Active Directory fl iDRAC6 L#(#EATHELE .

B 7-3. 4 Microsoft Active Directory FliF#: i XA 8 iDRAC

Active Directory inE & BE
iDRAC i

T P
as 0\ @mmﬁz BE
tf R

EX

7E Active Directory i, friEZL0T QMM @l HAT iDRACS BRI 2 iz GArI B b AT 8 %M e iDRACE IR, 7 Z7ERFE IDRACE 1L E A (ol 44 5k & Hisk
%o SRR AR, fAEMBIREHIE#A IDRACE L X, WAL Active Directory Hi5E . %4> IDRAC il ELE MlsE LA HA M @A, £ 7-9 BoRBOAM A EAR



PR

R 7-9. RilABLARE

fi A BRI AR 2 B

BFHRR ok
fatadl 1 | EHEG "Login to iDRAC" (B3 iDRAC) . "Configure iDRAC" (FEE iDRAC) . "Configure Users" (BB H 0x000001ff
F) . "Clear Logs" (38%H &) . "Execute Server Control Commands" (47 R% B84 4) . "Access
Console Redirection™ (¥ [ # & BE M) . "Access Virtual Media" (3§ FEBIMME) . "Test Alerts™ (K
#) . "Execute Diagnostic Commands” ($/F&Wifr4)
fatadl 2 | "Operator" (#%{Ef1) | "Login to iDRAC" (B%3] iDRAC) . "Configure iDRAC" (E2E iDRAC) . "Execute Server Control 0x000000f9
Commands” (4T R4 8Bl dr4) . "Access Console Redirection” (3 Hi##l & EE /) . "Access Virtual
Media™ (3§ FIBIHMR) . "Test Alerts” (RIUEIR) - "Execute Diagnostic Commands™ (AT Hidr2)
fit 3 | "Read Only” (Ji) | “Login to iDRAC" (%3] iDRAC) 0Xx00000001
fitas 4 | AT A BRLR 0x00000000
fatadl 5 |k AT S AL 0x00000000

B4 v hore s A 7ER] RACADM B B ARHERLAIN A ] .

B 2 R

D ST SR R R (U DL RS AR Rk, WAZ7E IDRACE L BLi il s bk . ZERUAIRAT LR, SCRFFT A 2287

DR FEAT SR R A U DL RS AR 1 2K, MIZERTE iDRACE L E 4 R s i ss S dtuhik . fEULZIOLT, By M EAAREE Cnf) BAUyIEMHRE .

Al BirEME R Active Directory Blifilil iDRAC

WIHAT T HILBEECE Active Directory, Active Directory [l /' A4 fitijilil iDRAC6:

1. f{£ Active Directory fi%# (Hiz#il#%) b, 79 Active Directory AP RIH I EEETT .

2. QIEAEGERIA A, LAUERET Web U5iIEL RACADM 7t iDRAC6E |-t # 44 FRAIILIRIN 2 FR (i Zsp" (] IDRACE J&-f
Directory" " {f#] RACADM LAbrifi#is(fil# Active Directory”) .

Web [ 5t il br i UAC L Active

3. A Active Directory 41 A Vil iDRAC [#) Active Directory fif.

£/ iDRAC6 #TF Web K Uir#E A E Active Directory

1. {TJF3CHFN Web BB E H.

2. ¥3%| iDRAC6 3T Web f 5.

3. JBIFRGW I 1T "Remote Access” GEEW M) .

4. #ifi"Configuration” (EEE) I FJfik# Active Directory.

5. 5% Active Directory Configuration and Management" (Active Directory EEERIE#) TUKH, )5 ¥ di"Configure Active Directory” (BE Active

Directory) .

i 25 B Step 1 of 4 Active Directory Configuration and Management™ (3£ 1 3%, 3t 4 3 Active Directory REREH) 1.

6. fE"Certificate Settings” (EHBHE ) Fiii, WHEERIE Active Directory %45 SSL iiF43, Il Enable Certificate Validation” (/& FHERAIE) ; &I, #%%

B 9.

7. f£"Upload Active Directory CA Certificate” ( k# Active Directory CAIE ) T, AL SO B2 e Wk E1E T 01k

Ei E: ORI, R B R RO R

8. #Hii"Upload"” ( L£) .

# 2oRA 2 Active Directory CA iF-BHIEREE.




10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

#E£"Upload Kerberos Keytab" ( L# Kerberos Keytab) T, #A Keytab SCf 2ok Ak i% 0. #idi"Upload™ ( E#) . Kerberos Keytab ¥4 R4
iDRAC6.

Hifi"Next" (F—#) L% "Step 2 of 4 Active Directory Configuration and Management” (8 2 3, 3% 4 3 Active Directory REMEH) .
#4%"Enable Active Directory” (Jifl Active Directory) .

W AE AR P UAIE R (Hein P A4S TS #ES: iDRACE, Nk "Enable Single Sign-On" (B & —%%) .

it Add” (B BN P R4 .

TEFORFE AL P8 A i oK™ (RSB ©

GBI (RS , R5E IDRACE %45 Active Directory Wi (). BRIMEA 120 4.

## A\"Domain Controller Server Address" Csi% il s5 2sil) . G N EFRMFE LA =1 Active Directory 545, {HLAUEEHIA 1P Huhlok FQDN FLE & /b—4
fIk%5 %% . IDRACG 2225 B ANNE B AR5 25, BB ERN k.

m ¥ AR T TUETSE, MR B R E i) FQDN Bk 1P dhik R 5 5 ) 23EF 9 " Subject” (1) m"Subject Alternative Name™ (L& %) 7B
o

Hii*Next™ (F—#) L% "Step 3 of 4 Active Directory Configuration and Management"” (% 3 2, # 4 2 Active Directory EEE RS &) .

fE"Schema Selection” (BREF T, #ii"Standard Schema” (FREBRR) .

fifi"Next” (F—#) LI E"Step 4a of 4 Active Directory Configuration and Management” (# 4a %, 3t 4 % Active Directory REREHE) K.

fEStandard Schema Settings™ (FF#ERRBE) T, #A LRI RIS B0 EE ETE Active Directory Q. ZE IR E A 425 Hi IR % 25 10 1L 7.

Ei e WA TIERIIE, WELTEHRE R FQDN 2k 1P HUER 5 5 HI#HE 11" Subject” (EMD sk"Subject Alternative Name™ (EM# A7) T Bl
o

Ed e SRR R AR RS, BRAERCA A R R B TR, (T T AL

7E"Role Groups" (f&#) F, Hii"Role Groups™ (ff4) .

f5i5"Step 4b of 4" (BB 4b, 3t 4 ) T

& "Role Group Name" (FAHELK) .

"Role Group Name" (f&HEMHK) iS5 iDRAC Xk Active Directory ffita4l.

572" "Role Group Domain® (ff4I%) , X &M O,

@itk "Role Group Privilege Level” (ffadH HIR% %) . 15 "Role Group Privileges” (FH&HAMMR) . #ill, wmfikiE Administrator” CEER) . izl
PR3 38 BT LR o

ki Apply™ (BRI UMRAE M 3 E .

iDRAC6 Web Server [15}jiZ |4 Step 4a of 4 Active Directory Configuration and Management" (3 4a #, 3%t 4 # Active Directory EEMEHE) H, ZR
B THE.

HEVYE 20 HAUE 25 URCE e MG,

HidiFinish™ (52fR) iR[a]"Active Directory Configuration and Management" (Active Directory REM&#H) K.
i Test Settings™ (R IRE ) LIK# Active Directory b=t .
i\ IDRAC6 I/ 44 Rl

K BRI G RAI H . ARV, WS A .

K4 #&: &w4uma7E iDRAC LIEHTCE DNS 434 #3HF Active Directory Gt. #iifi"Remote Access™ (B ) —"Configuration” (B )

—"Network" (F%) TLAF3IEE DNS 452 sEH DHCP 3513 DNS f4%2.

IR SER T LR dERI B E Active Directory it 2.



il RACADM BAir#EEAiLE Active Directory

@il RACADM CLI i A/&4ET Web [f5-1H, LA R dr 4 LAriEBiURC & iDRAC Active Directory Tfit.

1.

n

w

I 2 PORFFIFA LT RACADM fir4:
racadmconfig -g cfgActiveDirectory -o cfgADEnable 1
racadm config -g cfgActiveDirectory -o cfgADType 2

racadm config -g cfgStandardSchema -i <#%3|> -0
cfgSSADRoleGroupName <ffi a4l i fil 4>

racadm config -g cfgStandardSchema -i <#%3|> -o
cfgSSADRoleGroupDomain <3¢ &Rz k4>

racadm config -g cfgStandardSchema -i <%3|> -0

cfgSSADRoleGroupPrivilege <45 1/ BUR 1)
PR G 5>

B v ks, s B2,

racadm config -g cfgActiveDirectory -o cfgDomainControllerl <i#fZ il % 5¢ &R Ei 4 8 1P Hifk>
racadm config -g cfgActiveDirectory -o cfgDomainController2 <% #4524 R ER LK 1P Hiht>

racadm config -g cfgActiveDirectory -o cfgDomainController3 <ig il 831 5e &Rl ek 1P Hihk>

m FE: WREEA TIERRIE, WAL FB AR RER FQDN 5 1P Hihik N5 4% fil 831E H 19" Subject” (F /@) =("Subject Alternative Name" (F@#H &) 7B
e

ﬂ 3E: EAEEETEEE FQDN, i A28 FQDN. i, 4 servername. del | . com fif~ /& del l.com

B4 . BREAME 3 Mtz —. iDRACE 23— EH B A E ML, BB etk e X T RRERLOR UL, 0 2 PR Pl P Sy (LT B3 48
k.

racadm config -g cfgActiveDirectory -o cfgGlobal Catalogl <zl 4l 56 &R e 4k 1P Hitk>
racadm config -g cfgActiveDirectory -o cfgGlobal Catalog2 <z (1 5¢ &R e 4k 1P Hifk>

racadm config -g cfgActiveDirectory -o cfgGlobal Catalog3 <I{%#il| 25 105¢ 2B E A 5k 1P Hihk>

Ei X ORISR AR TSR, bRERIAE T A RS . TIEI SIS, (T A AL

Ed & SR TIEBRIE, MR BR IR ER FQDN B 1P il RS Bz HI#HIE 10" Subject” (/) 5 "Subject Alternative Name" (F# M #H5) M
e

WUREAEH SSL B Tl # b ((IE B IIE, 1A LLT RACADM fir%:
racadm config -g cfgActiveDirectory -o cfgADCertValidationEnable O
FESETHOL T, K EHGAENLK (CA) IE+H .

IR ERAT SSL EFLR N IIEBIUE, WHALT RACADM 44
racadm config -g cfgActiveDirectory -o cfgADCertValidationEnable 1
EUETHLT, BAZUER LI Y RACADM fir4 L4k CA iE+H:

racadm ssl certupload -t 0x2 -f <ADS f# CA iE+>

UI'F RACADM 4. HxIEEE, WS 2 A iDRAC6 [Hff SSL ki,

racadm ssl certdownl oad -t Ox1 -f <RAC SSL i3>

it iDRAC6 i DHCP JF HAHEH DHCP AR%5 #8424t/ DNS, WH#ALLT RACADM 4 :

racadm config -g cfgLanNetworking -o cf gDNSServer sFronDHCP 1

Wit DRAC6 FCAYH DHCP B8 Falfi A DNS IP Hulik, NE#ALLT RACADM fir4:
racadm config -g cfglLanNetworking -o cfgDNSServer sFronmDHCP 0
racadm config -g cfglLanNetworking -o cfgDNSServerl <#Zf DNS | P Hifi>

racadm config -g cfglLanNetworking -o cf gDNSServer2 </A#% DNS IP #ifi>
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4. WS E PRSI R DECE SR FIRET Web (9 FII HEEA 44, WAL R 4
racadm config -g cfgUserDomain -o cf gUser Domai nNane -i <Z 3>
REMLUBE 40 MHFE, K59 AT 1M 40 2.

it 2" i ] Active Directory %%%| iDRACE" T kT R it -

o A &
R EIGUERC B L SRR, SF ESWT Active Directory Zsg M, R LATE iDRACE J:F Web [5G E .

1 iDRAC6 T Web 5 s sl B i B, S WE KA " Test Settings™ CREMBLE ) . BAMAKIAF & (Bl username@domain.com) HI# A Rz AT R .
MRARIE IO E, e T TR D SRR S 2 G LT e 5 B I 1) 20 PR U D R0 4 S DT s

SRR BRI, A AR F e i e LU R U RT BRI T S8 SR TR ILIMER, 1§51 X T Active Directory ()3 Ui " .

R E R E MO B B, i Active Directory I 9% i E .

R # EBEA SSL

%4 IDRAC %t%f Active Directory Izl SIS UEH U, 22JR3) Sl 2s ) SSL if. LR, IREBHIENAAT MIMENLR (CA) BB MIET — HAMGETt E#EF] iDRAC t. #F2,
EAfi DRAC fESSTER (7 AP 8 — TEIRMULR TIREEHI A — 2R b 28 HR R AT i CA 2F 1SN T SSL IMIEF .

WA Microsoft Enterprise Root CA F &5 BLHTAT I 858 SSLUETS, AT FHD IR ALE A 15l 4% R SSL:

1. AR AR SSL S F A 8 2% B SSL.
a. Hdvstart” (FF#B) —"Administrative Tools” (FF# T &) — "Domain Security Policy” (324 %M%) .

b. JEJF"Public Key Policies™” (AZL#F4IEHE) ik, fitk#di"Automatic Certificate Request Settings"” ( B31iEHHF®RE ) JF 4" Automatic
Certificate Request” ( H3EEH#H) .

c. fE"Automatic Certificate Request Setup Wizard" ( H3J{E #5H#F ®#E FT) 1, %ili"Next" (F—#) Jfit##""Domain Controller” (iEfH#) .

d.  H#i"Next” (F—3) HHd Finish” (8B/R) -

KB H /R CAERFHE iDRAC
Ed &: WRR4EF Windows 2000, BAF25IEA AEAF.
Ed & wSERBHR CA, ML BRI,

1. KFiE4T Microsoft Enterprise CA flit 45 i tskdzs il &% .

2. pdivstart” (FF#) ->"Run™ GBfF) .

3. fE"Run" GEf7) FECPEA me SRt oK™ (E) -

4. {i"Console 1" (B E 1) (MMC) &I+, #E File” (XA (f£ Windows 2000 %% Ll # i "Console" [## &]1) %% "Add/Remove Snap-in" (& in/#
BEHEET) .

5. f£"Add/Remove Snap-in" (FIM/MBRERLST) &HH, HilmAdd” GRID .

6. fE"Standalone Snap-in" CHMILHIMEATT) @4, ikif Certificates” (GEF) JiHidi"Add" (FM) .

7. i#E$%"Computer account” GHEHUK ) b "Next" (F—$) .

8. k#%"Local Computer" (AHI-FEAHL) HHdi Finish™ (558 -

9. il OK (BISE) -
10. {E"Console 1" (¥Hl& 1) #@rith, JEF Certificates” (EH) ik, JEIF"Personal” (AN) fFJif i Certificates” (EH) ik,

11. REGEARETR CA T, Al Tasks" (FiF{EE) Hdi"Export..." (BH..) .



12. {E"Certificate Export Wizard" GEF8H &) &, #idi"Next" (F—3) Jfi##" "No do not export the private key" (&, REHRMEH) .
13. #Hili"Next" (T —$) I "Base-64 encoded X.509 (.cer)” ( Base-64 3 X.509 [.cer]) {ENts.
14. FifUNext” (F—3) JHIEBRAERS LIWHZ.

15. KfELYE 14 fRAFIIET L4 iDRAC .

FAEH RACADM L#iEH, &5 ] iDRAC6 J:T Web [ 5t LAy e il # Active Directory" " {#i/i RACADM LibsEfsCAL#E Active Directory”.

TEHEET Web BFHE LRIES, %2R iDRAC6 2T~ Web [ 7 LAY EHACE Active Directory"si"fli/f] iDRAC6 4T Web [ i bR sUALE Active
Directory”.

2 iDRACG6 [Ef: SSLiEF

E4 #: W Active Directory R 8B ATE SSL SiTHIMAIIIMIGIES /"3, NEFHEH IDRAC Server i3 L##] Active Directory Bif3fil#. i Active Directory 7£
SSL 2 HHIGMIAIA AR IAE R P 3, AT X — s PR

fEH RIS IDRACE [EfF SSL ET S NSRRI 4 (5L T T 51 &

K i wRALET Windows 2000, UL FHEAREARE.

§ VE: IR IDRAC [Eff SSLEHZMAINK CA ZZIMHZ CA IE-H CAF N1 25 " Trusted Root Certification Authority” CZ{EERMIAENLID Fkd, WEFHHATA
IR

iDRAC SSL i it /2l T iDRAC Web Server [Giifi-f5. fi# iDRAC #2400 &4 B H 215,
Z T IDRAC SSL IEH, i#i217EAF RACADM i

racadm sslcertdownload -t Ox1 -f <RAC SSL iE45>
1. {EHEEHIE L, #7777 "MMC Console™ (MMC ##l &) & [17fi%# Certificates” (E#) —"Trusted Root Certification Authorities” (245 ERMHAENR) .
2. AEfdi Certificates™ GEH) , w#F"All Tasks" (Jrf £%) FH 4 & Import” (BA) .
3. Hii"Next" (F—##) JHRERS SSL Rt

4. fEREMRPEHIZH0 " Trusted Root Certification Authority” (Z{E/EFHBIAENG) h423: iDRAC SSL iE-f.
R EL 2 1 CUEE S, R BB IIE BN CA LT " Trusted Root Certification Authority” (A {E A ENLD F1%d. W dSZHUMARIEGIZR b, e HTA 8% )
wr backee.

5. #ili"Next” (F—) JFEFREE Windows HURIE A [ 2NEPHEFAFREIX, s ST E (A X .

6. Hfi"Finish" (ER) Jf¥di"OK™ (FE) .

ffF Active Directory &3x%| iDRAC6
f&n{ fI AR Ak 2z —ilid Active Directory ¥3%%| iDRAC6:
1 AT Web (95T
1 iif# RACADM
1 Serial 3 Telnet il &
BRIBDN T BT X =R R R — B
<fl ;1 E@H>
%
<>\ <JHFE> 8 <tf>] <>
Hdu ¢ 1-256 FA ASCH 15 .

JHP AR TR BE R A R IR TR (Bl \ /3R @) .

E4 #: FiEE NetBIOS B, i Americas, DAKLEA FRAIEMEYT .



WRNEET Web [t I0 8 f LECE 7K, AT Web (#5410 5 3 5T AE T RS o 5 BT P I e P RN QR s bl — AN P, MU 44 i
" This iDRAC™ (Bt iDRAC) , IR E &[] {i1)]] Active Directory %% iDRACE"H [ ik & iEH:, {i7 1N Active Directory i/ &3¢,

ERTLAEH Smart Card #3% DRAC6. %1l #Z " {i/i] Smart Card ¥ % iDRACE".

& ¥:  Windows 2008 Active Directory k%8R KK N 256 A5 <P 4>@<H4> FHH.

ff Active Directory B—%&3

A[LAff iDRACE figisflifl Kerberos (—FMIZIGIEHML) i B — 5%, 751 E iDRAC6 LMIfl Active Directory P—%SEIhfelitty, W25 i/l Kerberos 5.

L E iDRAC6 DU FlB— &

1. #Hidi"Remote Access" CGEREY W) —"Configuration” (RE) i&%iF— Active Directory ikl — ikf#"Configure Active Directory” (BB Active
Directory) .

2. {£"Step 2 of 4 Active Directory Configuration and Management” (33 2, 3t 4 2 Active Directory BBRME) 7 I, %4 Enable Single Sign-
on" (JFABA—B8F) . A&+ "Enable Active Directory” (J§F Active Directory) Ji, "Enable Single Sign-On" (& #&—8%) ®Ui4HH.

“Enable Single Sign-On" (J& il B — BEge) LI V7L G B LA R AN - RIESESE (LUl 4 FsiY) BHe% %t iDRAC6. ZAEFILI)REE S IDRACE, MM
JiH % Active Directory i JUik & RE R4 . Bob, MOEREM ik /] Active Directory 5E4% %5t iDRAC6. iDRACG fii}i|ZE 17 Active Directory 4% 5.

EAER CLI S —%k, 217 racadm fir%:

racadm -g cfgActiveDirectory -o cfgADSSCEnable 1

fEHR—FFRRERE| iDRAC6

1. fEFAMEsIK BT AR .

2. i iDRAC6 MITT, A
https://<IP fih>
HRERIN HTTPS 3% GiE 443) S8 X, id#A:
https://<IP #ihk>: < 145>
e 1P M IDRACGE 19 IP Huhib, i/ 15 HTTPS ¥il15.

#4278 IDRACE H— BT .

3. #idi"Login” (&R) .

iDRAC6 £ fliTI{E /T il f5 %% Active Directory ik ) & Je 2247 5 AF ARG (0 AR RAL T P B 5%

%TF Active Directory % 1, 5 &
R Active Directory B LM . % 17 H: B B &2

iDRAC6 7EET Web [ Ft T3 45T M2l TH. WIET Web [ 51 LAIAT S 1L SR AT P 503 % 3. #iili"Remote Access™ GEFE¥ ) —"Configuration” (FgE)

— Active Directory. 3% Active Directory Configuration and Management" (Active Directory ERERIEHE) TR, A/mHidi Test Settings” CRURE) . 4
KLU P 4 AT, AR5 il Start Test” (FFERRXAD o iDRACE 2iZBia(rillikf Son AP IRINEE AL . B2l i iR s 5L, LA kil . %ili Active Directory

T LUIR [ )" Active Directory Configuration and Management” (Active Directory EEMEE) 7. Ea) 2 WKL, A5 % di"Configure Active Directory” (K
B Active Directory) LASEeHC EL I FFUGZAT RN, ELEASI0 A il i S ACE B k.

REA TERRIE, ERP Active Directory BEFRRKT . R GUI BITLN, HWERBTRUTHEEL:

ERROR: Can't contact LDAP server, error:14090086:SSL routines:SSL3_GET_SERVER_CERTIFICATE:certificate verify failed: Please check the correct
Certificate Authority (CA) certificate has been uploaded to iDRAC. (4#i%: RNEEEAR LDAP %22, #: 14090086: SSL #IR:
SSL3_GET_SERVER_CERTIFICATE: ERRIEXRK: #HREEMMILENK (CA) EHRREFCLERT iDRAC. ) HHKRE iDRAC AYIRBMEENAHHN, H
iDRAC HFE B M 2 A S i R 7 5 H RARS BE B0 ZHARF

A RE BT 14 1188, UL i AT AEp

WA FES S8 TE, U IDRACG E15 H iR 55 2582 r. SSLIERM & 1K) CA TEFIURIE H SRR HHEAS o UE-FB A0 R I d5 3 DL S5 R 2«
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1. iDRAC6 HMATEMRSSHET L CA IEBMA XA . KA IDRACE i [ FIE-F A 2.

2. iDRAC it B () il as ik 15 1 AR 55 28 E 43 1) 1B R 6 P A PR ASABAT . Wi SR R 1P Huhl, PRl LU R W AR o Wi SR IKRE FQDN, 1 A R4 P ) A s i £

FQDN, A& FQDN, #illl, /& servername.example.com, ifi/fj& example.com.
RAE SRR SRR 1P ik ARG ENAE BRAE. 1 BAEWE 7

A A ] BET  F E E  B R AR BL. I8 Active Directory {EIFEI#HIET " Subject” (/) 5"Subject Alternative Name" (T HAFR) =B b o F % i 28 1 3=
BLATAIE 1P Huhlo T UAE F 2 Fhoy 28 Rt i) -

1. {& iDRACE LAtz asi EHLAFK (FQDN) WLE Jg el as ik, LA IR 55 4 0E 45 AR 2 R sl 3 4% i A4 R4

2. FEMR RS SET LL/E"Subject” () B{"Subject Alternative Name" (Efi# M 4F) FEAHMEH 1P duhl, Mii57E iDRAC6 HELE M 1P HubkITAL.

3. WALEPHEEMEIE G R LFHE SSL R Fb R IR IE S, A FIEBAIIE.
REZBI G FAE AT BRI . RZ 0T B ] 3k 2
KR % IDRACE X G2 #2568 EHLAZ (FQDN) =& 1P Mkt
TR 7 EC B 4 R Fotu bk 7
I R R A, TS AR skt o
QSRS B AR AR ELF P Ay (2R FL AR R4, U G B 4 R sme ik o ZERES LR, OO A A 4
T SRAL (R AR R BT P RO A GO AEAR R, DA SR 4 ) et
PERERMEREREM4L?
iDRAC6 4l H: 51| HTC B iz bl g st bk, G S P R 0 2L T8, IS ORAERUR
WURACE T ARl gk, W) iDRACE S4kZiE i Ak, WRNERMRIRRBILVEAE, )2 RBUIX LR .
iDRAC6 &7 SSL B LDAP m?
AT LL. BT AR AR IE I 22 420 11 636 FI/ul 3269.
TEAS I FTIYIIA], IDRAC6 $44T LDAP CONNECT #F (U T 4RI FIAE, AN 2000 A8 22 A K& 04T LDAP BIND #ff.
Htt4 iDRAC6 BN BHE B RIE?

iIDRACG P47 Hf 1) % 4= S AT ORI I Bt ) 98 00 S 0 o INSRRIRAENE TS, PRA% PU MK SR R A HF SSL M. SRR P15 AR08 22 A1 57 P9 I BT A A ) 5 17 G 7R E 13 80E, 445
ANEE GUI B CLI K HAEH] .

iDRAC6 X # NetBIOS £ G ?
BERRAA S
MEARBER Active Directory % F 3| iDRAC6, MRZAM4?

W LA7E IDRAC6 #:T Web [7L0H 11" Active Directory Configuration and Management" (Active Directory HiE fIHEH) FUKEH T Test Settings" (Kl , MLkt
[V SRR ARG RAS ST AR R A5 560N, W 2 B LA P

AATH] T 2B W, 0BT, SRR LR &0

1. WRERTEEFIMGE M IEM I 84, AR NetBIOS #7k.

2. WRBAAM iDRACE H K, il ALY 5 5% iDRACG.

g
m

T

a. #iffcik+ iDRAC6 [ Active Directory Configuration and Management™ (Active Directory EEE & # ) 7 L) "Enable Active Directory"” (&
Active Directory) .

b. #ifft iDRAC6 MZ:fCE Ui ¥ DNS B IEHf.
c.  WHJHA TUEBLAE, iEHGECK IR Active Directory H CA iE-1i -#:%] iDRAC6. fift iDRACG IIHYE CA HiE-Th A 2B -

d. R R, N iDRACE &M iDRAC6 45 Active Directory FABIL B A4 .

IRAE A ARAEREE, W R 45 BR AR & 5 Active Directory it AN,

3. Kefrissles SSL B LAMRIE iDRACG I RITEIEFS HIA MO N -
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